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Abstract—Mobile sensor networks enable the monitoring of
remote and hostile environments without requiring human super-
vision. Several approaches have been proposed in the literature
to let mobile sensors self-deploy over a region of interest.In this
paper we study, for the first time, the vulnerabilities of oneof the
most referenced approaches to mobile sensor deployment, namely
the Voronoi-based approach. We show that, by compromising a
small number of sensors, an attacker can influence the sensor
deployment causing a significant reduction of the monitoring
capability of the network. We propose a secure deployment
algorithm called SecureVOR. We formally prove that SecureVOR
has guaranteed termination and that it allows legitimate sensors
to detect the malicious behavior of compromised nodes. We also
show by extensive simulations that SecureVOR is able to fulfill
the network monitoring goals even in presence of an attack, at
the expense of a small performance overhead.

I. I NTRODUCTION

Mobile wireless sensor networks are composed by small
and relatively cheap devices with sensing, communication and
locomotion capabilities [1]. In order to fully exploit the moni-
toring capabilities of these networks, distributed deployment
algorithms have been designed to let mobile sensors self-
deploy over an Area of Interest (AoI). These algorithms can
be roughly classified in three major families on the basis
of regular patterns[2], [3], virtual force models[4], [5] or
computational geometry[6], [7], [8].

Similar to static wireless sensors, mobile sensors lack
tamper proof hardware, thus an attacker can capture several
nodes, extract their cryptographic material and reprogramthem
according to its malicious goal. This leads to several security
issues, which have been largely studied, such as security of
communication [9], [10], false position claims [11], sybil[12]
and node replication [13] attacks. Nevertheless, even if the
network is endowed with security mechanisms such as the ones
cited above, an attacker can still alter the sensor deployment
by exploiting the vulnerabilities of the self-deployment phase.
As an example, an attacker may reduce the area in which the
sensors are deployed, thus creating an unmonitored corridor
or an unmonitored zone. In the rest of the paper we will refer
to the nodes compromised by an attacker asmalicious sensors
whereas we will refer to the rest of the nodes aslegitimate
sensors.

The above mentioned vulnerabilities of deployment algo-
rithms in mobile sensor networks have not been considered
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in the literature. Only recently in [14], we investigated the
security issues of the Virtual Force Approach (VFA), introduc-
ing an attack called Opportunistic Movement (OM) tailored
for mobile sensor deployment algorithms. The authors show
that the OM attack can severely reduce the provided coverage,
even if the network is already deployed. The paper proposes
a counter measure also based on virtual forces.

In this paper we study, for the first time, the vulnerabili-
ties of a completely different approach, namely the Voronoi-
based approach [6], [7], which is one of the most referenced
approaches to mobile sensor deployment. In particular, we
tailored the OM attack introduced in [14] to deal with Voronoi-
based deployment algorithms.

We show that, unlike with VFA, under the Voronoi ap-
proach, the OM attack has no impact on a previously deployed
network. Nevertheless, we show that such an attack can
significantly limit the coverage provided by the network during
the deployment phase. The efficacy of the attack depends on
the number of malicious sensors necessary to create a barrier
to confine the area that the attacker wants to keep uncovered.

We propose SecureVOR, a new secure Voronoi-based de-
ployment algorithm designed to counteract the OM attack and
we show that SecureVOR is able to cover the AoI, even in the
presence of the attack, at the expense of a small increment in
energy consumption. Furthermore, we prove that SecureVOR
has a guaranteed termination.

II. V ORONOI-BASED DEPLOYMENT

In this section we describe the Voronoi-based Deployment
Algorithm (VDA) introduced in [6]. The algorithm assumes
that a sensor communicates within a distanceRtx (commu-
nication radius), it senses over a circular area of radiusRs

(sensing radius), with Rtx > 2Rs. Nodes can move in any
direction inside the AoI, are endowed with low cost GPS, and
are loosely synchronized.

VDA is round based; each round has two phases: (1)
position communication, (2) coverage evaluation and move-
ment. Let us consider a sensors at a roundt. During the
position communication phase,s exchanges information with
its neighbors regarding positions and IDs. On the basis of the
gathered information,s determines the neighbor setN(t)(s).

In the coverage evaluation and movement phase,s calcu-
lates its Voronoi polygonV (t)(s), considering the nodes in
N(t)(s), and evaluates the coverage of its polygon to decide
whether to move or not. In particular, ifs detects a coverage
hole in V (t)(s) then it determines a point inside its polygon
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Fig. 1. Initial attack configuration (a), deployment of legitimate sensor (b)
successful creation of an unmonitored zone (c).

where it can contribute a better coverage. In [6] the authors
propose two different approaches to determine the destination
point of s, namely theFarthest Vertex(FV) and theMiniMax
(MM) approach. FV dictates that a sensors moves towards the
farthest vertexVF of its polygon and stops at a distanceRs

from it. According to MM,s moves to the point that minimizes
the maximum distance from the vertices ofV (t)(s).

Notice that,s moves to its destination only if its movement
provides a better coverage ofV (t)(s). According to [6],s can
traverse a maximum distance per rounddmax = Rtx/2−Rs, in
order to take account of possible inaccuracies in the distributed
construction of Voronoi polygons.

III. T HE OM ATTACK

The OM attack is a simple and effective attack specifically
designed to alter the deployment of mobile sensors. It has been
introduced for the first time in [14].

In the following we will assume that network security
mechanisms are in place to let each node detect sybil attacks
[12], perform location verification [11] and exchange messages
in a secure manner [9], [10]. Furthermore, we assume that the
attacker cannot create clones of the compromised nodes [13].

According to the OM attack malicious nodes, once de-
ployed in the AoI, move according to the attacker strategy,
but communicate according to the communication protocol
provided by the deployment algorithm. By communicating
their position at each round in a legitimate way, malicious
sensors influence the movement of legitimate nodes.

Let us consider the following example in which the adver-
sary creates an uncovered area over the AoI. Malicious sensors
are initially deployed by the attacker around the zone it wants
to keep uncovered, as depicted in Figure 1(a). Black dots
are legitimate sensors and grey circles their sensing ranges.
Similarly, red dots are malicious sensors and red circles their
sensing ranges. The figure also shows the Voronoi diagram
partitioning the AoI. Legitimate sensors arrive in proximity of
the malicious nodes as shown in Figure 1(b). Since malicious
sensors advertise their positions according to the rules ofthe
communication protocol, legitimate sensors are not able topen-
etrate the attacker zone. As a result, the attacker successfully
precludes the deployment over the target area as shown in
Figure 1(c).

IV. T HE SECUREVOR ALGORITHM

In this Section we introduce SecureVOR, a secure Voronoi-
based deployment algorithm. SecureVOR provides a method
to detect malicious movements when the deployment is based
on VDA and can be applied to both moving strategies FV and
MM.

The idea of SecureVOR is to detect malicious nodes by
verifying the compliance of their movements to the rules of
the deployment algorithm in use. In order to detect malicious

movements, each sensors has to declare at each round the set
of its neighbors that it considers astrustedand that it is using
to determine its polygon. Notice that, a sensor determines this
set only on the basis of its local observation since SecureVOR
does not require transitive trust among sensors. Neighbor
sensors ofs locally calculate the polygon ofs, based on
its stated trusted set, and verify whether its movement is
in compliance with the deployment algorithm or not. If a
malicious movement is detected,s is marked as untrusted and
ignored in further rounds by its neighbors.

According to SecureVOR, a sensors only considers neigh-
bors at a distance less thatRtx/2 to calculate its own polygon.
We refer to such neighbors at a roundt as Q(t)(s). This
choice enabless to be in communication with the sensors
considered by its neighbors inQ(t)(s) to determine their
polygon. Obviously,Q(t)(s) ⊆ N(t)(s).

Among the nodes inQ(t)(s), s takes into account only
the sensors that it considers as trusted in order to determine
its polygon. We refer to the set of such trusted sensors as
N(t)

trusted(s) while the set of untrusted sensors discovered until
round t is referred to asN(t)

untrusted(s). Finally, the position
of sensors at the current round is denoted withpos(t)(s).

SecureVOR is round based similar to VDA. In particular,
it comprises four phases, namely:Position communication,
Movement verification, Trusted neighbors communicationand
Coverage evaluation and movement. Notice that we do not
consider localization errors of the GPS positioning system
or of the location verification algorithm. SecureVOR can be
extended to take into account these aspects. The pseudo-code
of the algorithm is shown as Algorithm SecureVOR.

In the following we assume thatRtx > 4Rs and we set
dmax = Rtx/4 − Rs. Such an assumption is generally valid
asRtx is typically 75m-100m [15], while for most sensorsRs

seldom exceeds a few meters [16]. Furthermore, we assume the
presence of a signature protocol to guarantee authentication of
the exchanged messages.

Position communication (lines 1-3)
At the beginning of a round each sensor communicates its
position to the neighbors through a signed message and deter-
mines the setsN(t)(s) andQ(t)(s).

Movement verification (lines 4-18)
In this phase, a sensors verifies the movements of its neighbors
to determineN(t)

trusted(s) andN(t)
untrusted(s). At the first round,

N(t)
trusted(s) = Q(t)(s) andN(t)

untrusted(s) = ∅ (lines 4-6).
The set of untrusted neighbors at roundt > 1,

N(t)
untrusted(s), contains all the sensors ofN(t-1)

untrusted(s) plus
the sensors that were inQ(t-1)(s) and that now are not
in communication withs (line 8). 1 Other sensors that are
detected as malicious in the current round are added to
N(t)

untrusted(s) (lines 9-18) as explained in the following.
A sensors verifies, for each sensorq in Q(t-1)(s), not

yet in N(t)
untrusted(s), the correctness of its movement at the

previous round2.

1SecureVOR imposes that a sensor travels a maximum distancedmax =
Rtx/4 − Rs. Hence even if two sensors, at a distance at mostRtx/2,
move in opposite directions, they will stop at a distance from each other
less thanRtx/2 + 2(Rtx/4−Rs) which is less thanRtx. This means that
Q(t-1)(s) ⊆ N(t)(s), so if a sensor inQ(t-1)(s) is not inN(t)(s), s can
mark it as untrusted.

2Notice that, the trustworthiness of the sensors belonging to Q(t)(s) \
Q(t-1)(s) will be evaluated at the next round.



Algorithm SecureVOR, nodes at roundt.
// Position communication:

1 Broadcastpos(t)(s);
2 Receive and verify neighbor positions;
3 Determine the setsN(t)(s) andQ(t)(s);
// Movement verification:

4 if t = 0 then
5 N(t)

untrusted
(s) = ∅;

6 N(t)
trusted

(s) = Q(t)(s);

7 else
8 N(t)

untrusted
(s) = N(t-1)

untrusted
(s) ∪ (Q(t-1)(s) \N(t)(s));

9 for q ∈ Q(t)(s) s.t. q /∈ N(t)
untrusted

(s) do
10 if q /∈ Q(t-1)(s) then N(t)

trusted
(s)← q;

11 else
12 if (s /∈ N(t-1)

trusted
(q) ∨ N(t-1)

trusted
(q) * N(t-1)(s))

then
13 N(t)

untrusted
(s)← q;

14 else
15 CalculateV (t-1)(q);
16 Calculatep̂ost(q);
17 if p̂ost(q) 6= post(q) then N(t)

untrusted
(s)← q;

18 else N(t)
trusted

(s)← q;

// Trusted neighbors communication:
19 Broadcast the list of nodes inN(t)

trusted
(s);

20 ReceiveN(t)
trusted

(z) from anyz ∈ Q(t)(s);
// Coverage evaluation and movement :

21 CalculateV (t)(s) on the basis ofN(t)
trusted

(s);
22 if V (t)(s) is completely coveredthen do not move;
23 else Determine destination point and move accordingly.

The first check thats performs for a sensorq, in order to
verify the correctness of its movement, is on the truthfulness
of the setN(t-1)

trusted(q) (lines 12-13). Two inconsistencies can
be detected bys. First inconsistency: the sensorq may have
maliciously omitteds itself in the set of its trusted neighbors.
Since s knows that it has behaved according to the moving
strategy,q must includes in its trusted set. Second incon-
sistency: the sensorq may have fabricated the presence of
some sensors inN(t-1)

trusted(q) which are not physically located
in its proximity to justify its movement. Sensors can detect
such malicious behavior because, according to SecureVOR,
a sensor q must selects the sensors inN(t-1)

trusted(q) among
those inQ(t-1)(q). In order to be inN(t-1)

trusted(q), a sensor
must be at a distance at mostRtx/2 from q which implies
that it is at a distance at mostRtx from s, being q at a
distance at mostRtx/2 from s (q ∈ Q(t-1)(s)). More formally
N(t-1)

trusted(q) ⊆ Q(t-1)(q) ⊆ N(t-1)(s).
If an inconsistency is detected,q is marked as untrusted and

will be hereafter ignored bys. If no inconsistency is detected,
the sensors verifies whetherq has moved according to the
nodes belonging toN(t-1)

trusted(q) (lines 14-18). To this aim,s
calculates the polygon ofq at the previous roundV (t-1)(q)
on the basis ofN(t-1)

trusted(q) andpos(t-1)(q). s then compares
the current positionpos(t)(q), which q has just broadcast
in the previous phase with the expected position ofq at the
current round,̂pos(t)(q), calculated considering the polygon
V (t-1)(q) and pos(t-1)(q). If pos(t)(q) is different from
p̂os

(t)
(q), s marks q as untrusted.

Trusted neighbors comm. (lines 19-20)
In this phase each sensors broadcasts a signed message con-
taining the IDs of the nodes belonging to the setN(t)

trusted(s)

calculated in the previous phase. This information enablesthe
neighbors ofs to verify its movement at the next round.

Coverage eval. and movement (lines 21-23)
This phase is the same as in the Voronoi approach as described
in Section III, except that each sensors calculates its Voronoi
polygonV (t)(s) on the basis of the sensors inN(t)

trusted(s).
Furthermores looks for a destination pointp within a distance
dmax = Rtx/4−Rs instead ofdmax = Rtx/2−Rs.

V. THEORETICAL ANALYSIS

The following Theorem shows that, under VDA, the OM
attack has no impact on an already deployed network which
provides full coverage of the AoI. Notice that, the theorem
holds for both the FV and MM moving strategies.

Theorem 5.1:Under VDA, once legitimate sensors have
achieved full coverage of the AoI, the OM attack cannot cause
the movement of any sensors.

Proof sketch: Let us consider a legitimate sensors with
neighborsN(s). Since the AoI is completely covered,V (s)
is also completely covered, hences does not move. When
the OM attack starts,s has a set of neighborŝN(s), which
may include some additional malicious sensors, and a polygon
V̂ (s). SinceN(s) ⊆ N̂(s) then V̂ (s) ⊆ V (s), thus V̂ (s) is
also completely covered, hences does not move.

We now study the capability of SecureVOR to counteract
the OM attack and to terminate within a finite number of
rounds. We denote byL and M the set of legitimate and
malicious sensors, respectively.

Notice that, if a malicious nodem moves in compliance to
VDA it cannot be detected by SecureVOR, since it is actually
behaving as a legitimate sensor. Nevertheless, such movements
are unlikely to meet the attacker goals. In the following we
define amalicious movementof a malicious sensor as a move-
ment which is not in compliance with the deployment rules.
Furthermore, given a malicious sensorm ∈ M performing a
malicious movement at roundt, we define the setLt

m as the
set of legitimate sensors whose movement can be influenced
by the malicious movement ofm.

Theorem 5.2:Given a malicious sensorm ∈ M perform-
ing a malicious movement at roundt, if Lt

m 6= ∅ thenm is
marked as untrusted by at least one sensor inLt

m at round
t+ 1.

Proof: Sincem can influence the movement of the sensors
in Lt

m, such sensors considerm as trusted at the current round.
Furthermore, since we assume that a node considers only
sensors at a distanceRtx/2 to determine its polygon,∀s ∈ Lt

m

d(s,m) < Rtx/2 thus s is able to verify if N(t)
trusted(m) is

inconsistent. As a result, according to the assumptions made
in Section III, the only degree of freedom thatm has in order
to try to justify its malicious movement without being detected
lies in the selection of the nodes to be advertised as trusted.

Notice that all nodes inLt
m are legitimate and are at a

distance less thanRtx/2 from m, thus such sensors should be
included in the trusted set ofm. If m does not include one or
more of them inN(t)

trusted(m), then such sensors markm as
untrusted at roundt+ 1 and then the theorem is proved.

If, on the contrary,m includes all sensors inLt
m in

N(t)
trusted(m), such sensors are in communication range with

m at round t + 1 since Rtx

2
+ 2dmax < Rtx. As a result,



sensors inLt
m are able to verify the correctness of the current

movement ofm at the next round. Sincem is performing the
OM attack, its malicious movement is detected and thus all
sensors inLt

m markm as untrusted at roundt+ 1.

In order to prove the termination of SecureVOR we show
that, at each round, either at least one malicious sensor is
detected or the overall coverage provided by legitimate sensors
increases. We first show the convergence of the algorithm and
then we discuss the termination.

Definition 5.1: A network state is a vector S =<
c1, . . . , c|M|, s1, . . . , s|L|,m1, . . . ,m|M| > where cj is the
number of legitimate sensors which consider the malicious
sensormj ∈ M as untrusted,si ∈ L for i = 1, . . . , |L| and
mj ∈ M for j = 1, . . . , |M |.

We define a functionf : N|M| × L|L| ×M |M| → N×R+

such that given a network stateS, f(S) = (
∑|M|

j=0
cj , Atotal),

whereAtotal is the size of the area covered by legitimate sen-
sors inS. Given two network statesS1, S2 we say thatf(S1) ≺
f(S2) according to the lexicographic order. Notice that, the
functionf is upper-bounded by the pair(|L||M |, AoI). In the
following, in order to prove the convergence of SecureVOR,
we show that at each round the value of such function
increases.

Theorem 5.3:The algorithm SecureVOR converges.

Proof: Let us consider a generic state change from round
t to roundt+1. We want to show thatf(S(t)) ≺ f(S(t+1)).
We recall that, for a malicious sensorm ∈ M performing a
malicious movement at roundt, Lt

m is the set of legitimate
nodes whose movement can be influenced by the malicious
movement ofm. We consider two cases:

Case 1:∃mj ∈ M s.t.Lt
mj

6= ∅.
Thanks to Theorem 5.2 we know that there exist at least one
legitimate sensor at roundt+1 that marksmj as untrusted. As
a result,cj [S(t)] < cj [S

(t+1)], hencef(S(t)) ≺ f(S(t+1)).
Case 2:∀mj ∈ M , Lt

mj
= ∅.

In this case no malicious movement influences the move-
ment of legitimate sensors. As a result no malicious sen-
sor is detected at roundt + 1, hence∀ j = 1, . . . , |M |,
cj [S

(t+1)] = cj [S
(t)]. Notice that, if no malicious sensor is

detected SecureVOR lets sensors deploy according to the rules
of VDA. Since under VDA if at least one sensor moves then
the provided coverage increases at each round [7], this holds
also under SecureVOR3. As a result, if at least one sensor
moves thenf(S(t)) ≺ f(S(t+1)).

The functionf is upper-bounded and it increases at each
round, as a result SecureVOR eventually converges.

The above theorem proves that SecureVOR converges,
nevertheless the increase in coverage may be infinitesimal and
thus the algorithm may require an infinite number of rounds
to terminate.

Corollary 1: The algorithm SecureVOR terminates if
movements are allowed only if they provide a coverage in-
crease which exceeds a positive minimum thresholdǫ.

3In [7] the authors consider an extended VDA which takes into account
heterogeneous sensors. Theorem 4.1 of [7] can be applied to our case by
considering homogeneous sensors, sensor polygons constructed by considering
neighbors at a distance less thanRtx/2 anddmax = Rtx/4−Rs. We refer
the reader to [7] for more details.

(a) (b) (c)

(d) (e)
Fig. 2. Initial deployment of 150 legitimate sensors and 13 malicious sensors
(a), final deployment of FV (b), MM (c), SecureFV (d) and SecureMM (e).

The introduction ofǫ ensures fast termination and power
saving, at the expense of a small loss in the coverage extension.

VI. EXPERIMENTAL RESULTS

In this Section we experimentally study the effects of the
OM attack on VDA and the ability of SecureVOR to counteract
such an attack. We develop a simulator on the basis of the
wireless module of the Opnet simulation environment [17].

In the experiments we consider a squared AoI of size
80m×80m, we setRtx = 30m andRs = 5m. Sensors can
move at a maximum speed of1m/s. Under this setting, the
maximum moving distancedmax under VDA is 10m, while
under SecureVOR is2.5m. We set the thresholdǫ = 0.001.

Static barrier of malicious sensors
In this set of experiments we consider a specific type of OM
attack where malicious sensors form a static linear barrier,
whose edges reach the borders of the AoI, in order to prevent
legitimate sensors from spreading over the AoI. Malicious
sensors perform the OM attack by periodically advertising their
position during the Position communication phase while they
remain still during the next phase. Under SecureVOR, each
malicious sensorm, in order to avoid being easily detected
by the surrounding legitimate sensors, advertises a trusted
setNt

trusted(m) = Qt(m). Legitimate sensors are randomly
deployed on the left side of the AoI. In the experiments we
set the number of malicious sensors to 13 and we increase the
number of legitimate sensors from 60 to 240.

We compare the two moving strategies provided by VDA,
namely Farthest Vertex (FV) and MiniMax (MM), with Se-
cureVOR applied to both of them, to which we refer as
SecureFV and SecureMM, respectively. For the sake of com-
pleteness, we show the results obtained by MM and FV in
absence of malicious sensors, called MM - Free and FV -
Free in the graphs. An example of the considered scenario with
150 legitimate sensors and 13 malicious sensors is depictedin
Figure 2(a). Figure 2(b) and (c) show the detrimental effectof
the barrier over FF and MM, while Figures 2(d) and (e) show
that both SecureVOR and SecureMM are able to cross the
barrier and fulfill the coverage requirements of the network.

Figure 3(a) shows the coverage of the AoI achieved by the
considered algorithms. FV and MM are not able to cross the
barrier of malicious sensors. As a result, sensors are confined
on the left side of the barrier and coverage is always less
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Fig. 3. Coverage (a), traversed distance (b), number of movements (c), consumed energy (d), termination time (e). Coverage with 140 legitimate sensors (f).

than 60%. Increasing the number of legitimate sensors does
not improve the coverage because according to VDA, only
sensors detecting a coverage hole are allowed to move. As a
result, by compromising a fixed amount of sensors, the attacker
is able to impede the spread of legitimate sensors over the AoI,
independently on the number of legitimate sensors deployed.

On the contrary, SecureFV and SecureMM allow legitimate
sensors to detect and ignore malicious sensors and cover the
AoI as well as FV - Free and MM - Free. In particular,
SecureFV and SecureMM neutralize the OM attack as they
achieve the same coverage that the network would have
achieved in absence of the attack (FV - Free and MM -
Free in the figure). FV - Free achieves a lower coverage with
respect to MM - Free due to the different moving strategy
in use: the movement according to the farthest vertex may
lead to non uniform deployment and to a lower coverage with
respect to MiniMax, as pointed out in [6]. As a consequence,
also SecureFV achieves a lower coverage with respect to
SecureMM.

Notice that, since under FV and MM sensors are not able
to spread over the AoI, these algorithms achieve lower values
of performance metrics such as traversed distance, energy
consumption and termination time with respect to the other
algorithms. For this reason, in the following we do not discuss
such results although we show them in the figures.

Figure 3(b) shows the average distance traversed by sen-
sors. As the figure points out, SecureFV and SecureMM
introduce a very small overhead in terms of traversed distance
with respect to FV - Free and MM - Free. All algorithms
show a peak in the traversed distance. This happens because,
when few sensors are available, all sensors move in order to
contribute to the achievement of the final coverage, resulting in
an increase in the traversed distance as the number of available
sensors increases. When more sensors are available, most do
not move since, according to VDA, only sensors detecting a
coverage hole are allowed to move. As a result, the average
traversed distance decreases.

Figure 3(c) shows the average number of moving actions.
This is an important metric to evaluate mobile sensor deploy-
ment algorithms, since a sensor consumes an high amount of
energy to start and stop a movement. Similar considerations

with respect to the traversed distance and the peaks in the
graphs discussed above can be done. SecureFV and SecureMM
introduce a small overhead in terms of number of movements
with respect to FV - free and MM - free. Such an overhead
is due to the reduced traversed distance per round under
SecureVOR which results in an higher number of movements
to traverse the same distance.

We now show results related to sensor energy consump-
tion. We adopt the energy cost model commonly used in
the literature for mobile sensors [2], [6], [14]. In particu-
lar, receiving a message costs1 energy units (eu), sending
a message1.125eu, traversing one meter costs300eu and
starting/stopping a movement costs as one meter of movement.
We consider a cumulative energy consumption metric which
takes into account all the above contributions.

Figure 3(d) shows the obtained results. SecureFV and
SecureMM show an higher energy consumption with respect
to FV - Free and MM - Free. All algorithms incur in an
higher communication cost as the sensor density increases.
Nevertheless, such an overhead is higher under SecureVOR
because of the additional messages required to communicate
the trusted neighbor set. Nevertheless, FV - Free and MM -
Free on average only consume 31.5% and 43.2% less energy
with respect to SecureFV and SecureMM, respectively.

The termination time is shown in 3(e). MM and SecureMM
require less time to terminate as the number of available
sensors exceed the minimum required for full coverage. Differ-
ently, FV and SecureFV are not able to achieve full coverage,
thus the termination time does not decrease. Notice that,
SecureFV and SecureMM show a shorter termination time
with respect to FV - Free and MM - Free. This is due
to the shorter maximum traversed distance of SecureVOR
which allows shorter movements that are forbidden by VDA.
As a result, under VDA sensors move only when a long
movement is possible, thus resulting in cascade movements
which lengthen the termination time. On the contrary, shorter
movements enable sensors to move more in parallel, resulting
in a lower termination time for SecureVOR.

In order to further study the performance of the considered
algorithms, we performed some experiments by setting the
number of legitimate sensors to 140 and by increasing the
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Fig. 4. Dynamic barrier: initial deployment (a), final deployment under MM
(b) and SecureMM (c).

number of malicious sensors from 0 to 30. Figure 3(f) shows
the achieved coverage. These experiments show that legitimate
sensors do not cross the barrier even when a small number of
malicious sensors is present. SecureMM and SecureFV are not
affected by the number of malicious sensors deployed, since
legitimate sensors are able to detect malicious sensors and
cover the AoI. Notice that, when no malicious sensor is present
SecureFV achieves slightly higher coverage with respect toFV.
This is due to the shorter maximum traversed distance which
allows some movements under SecureFV that are forbidden
under FV, resulting in an higher coverage.

We omit results related to other performance metrics for
space limitations. We only mention that SecureMM and Se-
cureFV are not affected by the number of malicious sensors
deployed, so they achieve constant values for performance
metrics such as traversed distance, energy consumption and
termination time. FV an MM are not able to cross the barrier
as shown in Figure 3(f), as a consequence they achieve lower
values of the considered metrics with respect to the secure
algorithms.

We also performed some experiments in absence of ma-
licious sensors and increasing the number of the legitimate
nodes. We omit the figures due to space limitations and
we summarize the results in the following. SecureFV and
SecureMM achieve similar coverage than FV and MM. For
both secure algorithms, the traversed distance and the number
of starting/stopping actions are within 5% of the values of
FV and MM. The energy consumption of SecureFV and
SecureMM is higher due to the additional communication
required, nevertheless FV and MM consume only 35% less
energy. Finally, FV and MM require twice the time of their
secure counterpart to terminate due to the serialization of
movements, as previously discussed.

Dynamic barrier of malicious sensors
In this set of experiments we consider an OM attack in
which malicious sensors are initially deployed outside the
AoI and dynamically adapt their position at each round in
order to reduce the area in which legitimate sensors deploy.In
particular malicious sensors initially form a barrier parallel to
an AoI side. At each round, a malicious sensor advertises its
position and its trusted set, similar to the previous experiments,
but then it may decide to move. Malicious movements are
performed in order to not disconnect the barrier, perpendicular
to it and are of lengthdmax. In order to avoid moving beyond
legitimate sensors, a malicious sensor does not move at the
current round if it is at a distance less then2Rs from at least
one legitimate sensor.

Despite its simplicity, the above OM attack is able to
severely reduce the coverage provided by legitimate sensors
under VDA. We consider the initial deployment shown in Fig-
ure 4(a) with 150 legitimate and 25 malicious sensors. In this
experiment we only consider the MM moving strategy since we

obtained similar results than FV. Figure 4(b) shows the effect
on the final deployment under MM, whereas Figure 4(c) shows
that, under SecureMM, legitimate sensors successfully detect
malicious movements and ignore the sensors on the barrier and
as a result, they are able to cover the AoI.

VII. C ONCLUSIONS

In this paper we studied for the first time the vulnera-
bilities of one of the most referenced approach to mobile
sensor deployment, the Voronoi-based approach. We show that,
by compromising a small number of sensors, it is possible
to severely reduce the area covered by legitimate sensors.
We propose a secure Voronoi-based deployment algorithm
called SecureVOR. We show that under SecureVOR malicious
movements are detected and legitimate sensors terminate the
deployment in a finite time. We experimentally study the
performance of SecureVOR showing that it is able to achieve
the monitoring goals of the network even in presence of an
attack, at the expense of a small overhead in terms of energy
consumption.
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