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https://www.fastcompany.com/40505226/the-year-that-software-bugs-ate-the-world



.ŜŦƻǊŜ ǿŜ ƭƻƻƪ ŀǘ ǘƘŜ нлмт ǊŜŎŀǇΣ ƭŜǘΩǎ ƭƻƻƪ ŀǘ ŀ ƭƻŎŀƭ ƻƴŜ ŦǊƻƳ 
нлмуΧ

TwinSpiresonline betting system crashes minutes before Kentucky 
Derby

LOUISVILLE, Ky. (WDRB) -- /ƘǳǊŎƘƛƭƭ 5ƻǿƴǎΩ ƻƴƭƛƴŜ ōŜǘǘƛƴƎ ǎȅǎǘŜƳ 
was inoperable for at least 16 minutes in the final hour leading up 
to the Kentucky Derby, frustrating horse racing fans looking to 

wager on the race.

¢ǿƛƴ{ǇƛǊŜǎΦŎƻƳ ǘǿŜŜǘŜŘ ŀōƻǳǘ ǘƘŜ άǘŜŎƘƴƛŎŀƭ ŘƛŦŦƛŎǳƭǘƛŜǎέ ŀǘ сΥму 

pm. The account then said the problem had been resolved at 6:34 
pm.

Copyright 2018 WDRB News. All rights reserved.



THE BUG THAT MADE GMAIL DISRESPECT PERSONAL BOUNDARIES

! ŘŜŦŜŎǘ ƛƴ DƻƻƎƭŜΩǎ tƭŀȅ {ŜǊǾƛŎŜǎ ǎƻŦǘǿŀǊŜ ŦƻǊ !ƴŘǊƻƛŘ ŎŀǳǎŜŘ DƳŀƛƭ ǘƻ ŘŜƳŀƴŘ ŀŎŎŜǎǎ ǘƻ άōƻŘȅ 
ǎŜƴǎƻǊǎέ ōŜŦƻǊŜ ƛǘ ǿƻǳƭŘ ƭŜǘ ǳǎŜǊǎ ǎŜƴŘ ŜƳŀƛƭΦ hŦ ŎƻǳǊǎŜΣ DƳŀƛƭ ƻōǾƛƻǳǎƭȅ ŘƻŜǎƴΩǘ ƴŜŜŘ ǘƘŀǘ ƛƴŦƻǊƳŀǘƛƻƴΦ

Here's the deal: Google Play Services is a core Android app that 
provides functionality like authentication and synchronized contacts 
across Google apps. It can also enhance apps by speeding up offline 
searches and providing more immersive maps. 

Google Play Services uses the Body Sensors permission for apps like 
Google Fit, which tracks steps and other fitness activity. But Gmail 
doesn't actually use the Body Sensors permission, a Gmail 
community specialist said on the product forum thread. 

The message was actually a bug that has lingered around for a while 
now, with the earliest user complaints dating back to 2015. Pressing 
"Cancel" on the pop-up does not seem to fix the issue and causes 
the pop-up to show up later. 



THE BUG THAT EQUIFAX PROBABLY WISHES IT HAD PATCHED

In September, credit-ƳƻƴƛǘƻǊƛƴƎ ƪƛƴƎǇƛƴ 9ǉǳƛŦŀȄΩǎ ǿŜōǎƛǘŜ ƛǎ ōǊŜŀŎƘŜŘ ōȅ ǎƻƳŜƻƴŜ ǿƘƻ ƳŀƪŜǎ ƻŦŦ ǿƛǘƘ 
sensitive information on up to 143 million Americans. 
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aŜƳōŜǊǎ ƻŦ ǘƘŜ ƳŜŘƛŀ ǿƘƻ Ǝƻǘ ŀƴ ŜŀǊƭȅ ǳƴƛǘ ƻŦ DƻƻƎƭŜΩǎ IƻƳŜ aƛƴƛ ǎƳŀǊǘ ǎǇŜŀƪŜǊ ŘƛǎŎƻǾŜǊŜŘ ǘƘŀǘ 
ǘƘŜƛǊ aƛƴƛ ƛǎ ǊŜŎƻǊŘƛƴƎ ŀǳŘƛƻ нпκтΧŀƴŘ ǎǘƻǊƛƴƎ ƛǘ ƻƴ DƻƻƎƭŜΩǎ ǎŜǊǾŜǊǎ. 

Lǘ ǘǳǊƴǎ ƻǳǘ ǘƘŀǘ ŀ ǎƻŦǘǿŀǊŜ ƎƭƛǘŎƘ ǿƛǘƘ ǘƘŜ ǎǇŜŀƪŜǊΩǎ ǘƻǳŎƘ ǇŀƴŜƭ ǿŀǎ ǘƻ ōƭŀƳŜΤ DƻƻƎƭŜ ǊŜŀŎǘǎ ōȅ ǎƛƳǇƭȅ 
disabling the option to talk to the Mini by pressing the touch panel. 



THE BUG THAT MADE TWITTER LOOK HOMOPHOBIC

¢ǿƛǘǘŜǊ ǳǎŜǊǎ ƴƻǘƛŎŜ ǘƘŀǘ ǎŜŀǊŎƘƛƴƎ ŦƻǊ ǘŜǊƳǎ ǎǳŎƘ ŀǎ ІƎŀȅ ŀƴŘ ІōƛǎŜȄǳŀƭ ŘƛŘƴΩǘ ŦƛƴŘ ŀƴȅ ǊŜǎǳƭǘǎΦ ¢ƘŜ ŎƻƳǇŀƴȅ 
apologizes, explaining that a bug relating to the algorithm it uses to flag adult content had mistakenly hidden all 
tweets relating to some terms regardless of the nature of their usage. 

Lƴ ŜǎǎŜƴŎŜΣ ǘƘŜƛǊ ŀƭƎƻǊƛǘƘƳ ƛŘŜƴǘƛŦƛŜŘ άƎŀȅέ ŀƴŘ άōƛǎŜȄǳŀƭέ ŀǎ ǇƻǊƴƻƎǊŀǇƘƛŎ ŎƻƴǘŜƴǘΣ ƛƴ Ǿƛƻƭŀǘƛƻƴ ƻŦ ǘƘŜ ǎǘŀƴŘŀǊŘǎ 
policies!



THE BUG THAT ELIMINATED 
THE NEED FOR THOSE 
PESKY PASSWORDS

! ōǳƎ ƛƴ !ǇǇƭŜΩǎ IƛƎƘ {ƛŜǊǊŀ h{ ǇǊƻǾƛŘŜŘ 
access to Macs simply by entering the user 
ƴŀƳŜ άǊƻƻǘέ ŀƴŘ ƴƻ ǇŀǎǎǿƻǊŘΣ ǇŜǊƳƛǘǘƛƴƎ 
anyone who gets their hands on your 
computer to get at your files. 

Within a day of the problem gaining 
widespread notoriety, Apple rushes out an 
auto-installing patch and apologizes. 



THE BUG THAT UNDID THE FIX FOR THE PESKY BUG THAT ELIMINATED THENEED FOR PESKY PASSWORDS

After patching up the bug that allowed anyone to log into a High Sierra 
Mac as an administrator, sans password, Apple releases another update 
that (briefly) brings back the bug!

The issue appeared to be fixed, but another update re-introduced the problem. 

If MacOS update 10.13.1 was installed, the issue returned ςand anyone could get into your computer, again.
The patch could be reinstalled, and the computer rebooted to address (re-address) the issue.



THE BUG THAT SHOWED YOUR FRIENDS YOU WERE RUNNING IOS 11

! ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜ ŀǳǘƻŎƻǊǊŜŎǘ ŦŜŀǘǳǊŜ ƛƴ !ǇǇƭŜΩǎ ƴŜǿŜǎǘ ƳƻōƛƭŜ ƻǇŜǊŀǘƛƴƎ ǎȅǎǘŜƳ ŎŀǳǎŜŘ ƛtƘƻƴŜǎ ǘƻ 
ǎǳōǎǘƛǘǳǘŜ ŀƴ ! ŀƴŘ ŀ ǎǘǊŀƴƎŜ ŎƘŀǊŀŎǘŜǊ ǿƘŜƴŜǾŜǊ ǳǎŜǊǎ ǘȅǇŜ άLΣέ ǊŜǎǳƭǘƛƴƎ ƛƴ ǿƛŘŜǎǇǊŜŀŘ ǘȅǇƻǎ ƻƴ CŀŎŜōƻƻƪ ŀƴŘ 
Twitter.

!ǇǇƭŜ ƛǎǎǳŜǎ ŀƴ άŜŀǎȅέΣ т ǎǘŜǇΣ 
work around while they worked 
to create a patch:

1. IŜŀŘ ǘƻ ά{ŜǘǘƛƴƎǎέ
2. /ƭƛŎƪ άDŜƴŜǊŀƭέ
3. Navigate to keyboard
4. Select text replacement
5. Click the little "+" button to 

add a new text replacement
6. Type an upper-case "I" in the 

Phrase box
7. Type and a lower-case "i" in 

the Shortcut box.



THE BUG THAT COULD LET A STRANGER 
RANSACK YOUR HOME

In October, Amazon 
announced Amazon 
Key, a smart lock that 
lets its delivery 
peopleτor 
employees of Amazon 
partners such as 
housecleaning and 
dog-walking 
servicesτenter your 
home. 

To make that idea less scary, 
their entry is recorded by the 
new Amazon Cloud Cam. 

But security researchers soon 
show how a bad guy with 
Amazon Key access could use a 
Wi-Fi vulnerability to freeze the 
/ƭƻǳŘ /ŀƳΩǎ ǾƛŘŜƻ ŦŜŜŘΣ ƳŀƪƛƴƎ 
it appear as if the door is closed 
ǿƘŜƴ ǎƻƳŜƻƴŜΩǎ ƻǇŜƴƛƴƎ ƛǘΦ

Amazon emphasizes 
ǘƘŀǘ ƛǘΩǎ ŀƴ ǳƴƭƛƪŜƭȅ 
scenario, but releases 
a patch to alert users 
when their camera 
has been shut off.







https://youtu.be/p8phGxzUC_Y?t=11s Alexa Creepy Laugh Compilation: 3,827,450 views

THE BUG THAT SCARES THE BEJESUS OUT OF YOU

The robot wars are coming, and Alexa will have the last 
laugh.

Amazon acknowledged that some of its Alexa-enabled 
devices have developed a new skill: creeping out their 
owners with unexpected and unwarranted bursts of 
robotic laughter.

ά²ŜΩǊŜ ŀǿŀǊŜ ƻŦ ǘƘƛǎ ŀƴŘ ǿƻǊƪƛƴƎ ǘƻ ŦƛȄ ƛǘΣέ ǘƘŜ ŎƻƳǇŀƴȅ 
told the Verge.

tŜƻǇƭŜ ōŜƎŀƴ ǊŜǇƻǊǘƛƴƎ ǘƘŜ ǇǊƻōƭŜƳ ǿƛǘƘ ǘƘŜƛǊ άǎƳŀǊǘέ 
ǎǇŜŀƪŜǊǎ ƻƴ ǎƻŎƛŀƭ ƳŜŘƛŀ ƛƴ ǊŜŎŜƴǘ ǿŜŜƪǎΦ ά{ƻ Ƴȅ ƳƻƳ 
& I are just sitting in the living room, neither of us said a 
ǿƻǊŘ ϧ ƻǳǊ !ƭŜȄŀ ƭƛǘ ǳǇ ŀƴŘ ƭŀǳƎƘŜŘ ŦƻǊ ƴƻ ǊŜŀǎƻƴΣέ 
ǘǿŜŜǘŜŘ ƻƴŜ ǿƻƳŀƴΣ ¢ŀȅƭƻǊ ²ŀŘŜΣ ƻƴ р aŀǊŎƘΦ ά{ƘŜ 
ŘƛŘƴΩǘ ŜǾŜƴ ǎŀȅ ŀƴȅǘƘƛƴƎΣ Ƨǳǎǘ ƭŀǳƎƘŜŘΦέ

(again)

https://youtu.be/p8phGxzUC_Y?t=11s


Lƴ нлмт ǘƘŜ ǎƻŎƛŀƭ ƴŜǘǿƻǊƪΩǎ !L ǊŜǎŜŀǊŎƘ ǘŜŀƳ 
turned translation services over to AI, completely 

A Palestinian man was wrongly arrested by Israeli officials after Facebook 
mistranslated his post. 

The construction worker posted a photo of himself by a bulldozer, with the 
ŎŀǇǘƛƻƴ άDƻƻŘ ƳƻǊƴƛƴƎέ ǿǊƛǘǘŜƴ ƛƴ !ǊŀōƛŎΦ

CŀŎŜōƻƻƪ ǘǊŀƴǎƭŀǘŜŘ ǘƘŜ ƳŜǎǎŀƎŜ ǘƻ ά!ǘǘŀŎƪ ǘƘŜƳέ ƛƴ IŜōǊŜǿΣ ŀƴŘ άIǳǊǘ ǘƘŜƳέ ƛƴ 
English. 

CŀŎŜōƻƻƪΩǎ ǘǊŀƴǎƭŀǘƛƻƴǎ ŀǊŜentirely powered by AI, and around 4.5 billion 
translations are made each day across the social network.







Brand Erosion Index



The Big Picture





Statistically, there is a very good chance that you have been 
personally impacted by a software failure over the past year 
ςperhaps even in the last quarter, or week.

2017









The Big Picture (2017)



Calling Your 
Own Baby 
Ugly is Hard



Cost reduction through 
effective QA

Based upon analysis of over 4500 projects:

ÅThere is too large a disconnect between defect 
creation and defect discovery

ÅRoughly 80% of defects are created in the analysis 
and design phase but 70% of defects are found 
between implementation and deployment

ÅFixing defects early in the lifecycle avoids a significant 
amount of costly re-work, re-test, regression testing, 
and re-deployment

ÅDefects found in production can have a major, and 
sometimes catastrophic impact on business operation 
ςQA throughout the SDLC process reduces the risk of 
revenue loss/brand damage



Software Development 
Lifecycle (SDLC)

ÅAn SDLC is framework that describes the 
activities performed at each stage during a 
software development project

ÅThe exact lifecycle/process varies from one 
model to another, and there are various 
kinds of software development models



What is SQA

Software Quality Assurance (SQA) consists 
of the means of monitoring the software 
engineering processes and methods used 

to ensure quality

SQA encompasses the entire software 
development process, which includes 

processes such as requirements definition, 
software design, coding, source code 

control, code reviews, software 
configuration management, testing, release 

management, and product integration



Quality methods 
can be 
segmented into 

two categories: 

1) Preventive 
(QA) ς

proactive (shift 

left)

2) Detective 

(QC) - reactive

The key difference to 
remember is that Quality 
Assurance is interested in 

the process whereas 
Quality Control (testing) is 
interested in the product

Both are 
needed, 

one is not 

enough



/ƘŀǎƛƴƎ ǘƘŜ ƴŜǿΣ ǎƘƛƴȅΣ ǘƘƛƴƎΧ



BUDGETS

DCS
WORKERS 

CHOICE

CDS

COB

HALLMRK,

NASCO 
CHECK UPDTES

IMAGE Apps

GENERAL
EXTRACTS

BARS

MRC

FSS
FINANCIAL 

SUSPENSE

Blue 

Gateway

FEP
Operations

Center

PRIME 

Drug clms

ARMS

FINANCIAL 

PAYMENTS

STOP 

LOSS

TRACKING

INCOME

EDW

MEMBER 

COUNT

SALES

INCENTVES

FINANCIAL
REPORTING

DIMARK 
(Extrnl syst)

PROVIDER 
(PROVIDER,

DIAGNOSIS, 

PROCEDURE, 

PRICING) (W)

MEDECI

SION

PLANS

GCPS

ELS

PMCI

CLAIMS
(HCSC,LABOR,

FEP,ITS,ICHIP,

MEDCRE,DENT)

CONSOLIDATED 

SYSTEMS FLOW

PROBE

IPDR

(PAR)

SERGIO 

MEDICARE 

DRG/APG

SPECIAL
EXTRACTS

IRS 

1099

HMO USA

HOST

BCA 

CLEARING

HOUSE

COB 

REPRTNG

CMS(w)

(GROUP MASTER,

MEMBER,NAME etc)

DENTAL
HALLMRK

IDPA

PROXY

UNCASHD

CHECKS

PLANS

PRE-CERT

(REFERRALS)

(APA)

PCPS

HUMAN 

RESOURS

(replace)

PAYROLL

(replace)

Towers/

Perrin 401k

EDI 

CLEARING

HOUSE

BLUE 

STAR

DRAFT #

UPDATES
UPP

Offset,Recon
EDI :

ERA Requests

ITS
DF: HOME-CNTL

RF: PAR-HOST

MARS

EOBIMAGE
IRN Finalized, 

Withdraw Xtract

AFMS

LEGS / 

LIPS

PARS

LIFE

Finance

CORE
(non-MF)

GMIS 

(Autocoder)

BLUE CHIP

ELS 

CODES 

MANUAL

ELIMINATE/ 

REPLACE

HIAA

PRE-CERT

(REFERL)

(KI)

OUTSIDE

VENDORS

NAFA

POST 

ADJUDICA

TION

LABOR

TPAs

DENTAL 

PROVDERCONTROL

PLANS

BANK OF 

AMERICA

GCPS
INVENTORY

CDS

Tables

HDI Grp

AMERITECH

DENTAL 

PROCEDURES

PROVIDER

DATA

EXCHANGE

PLANS

CLIENTS

(30)

ACTUARIAL

INTERNAL,

EXTERNAL

CUSTOMERS

DNoA

IRS

BANKS

REFUND

MED-A EFT

BARS

CASH

RECEIPTS

ADP 

Sub Share

ICHIP

MEDA-XRF

ITS PROFILE

CMS

PROVIDER    

MEDA-XRF

PROVIDER    

FSS

BLUE 

ADVANTGE

PC-PO VC

DIMARK

ACTUARIAL 

INCOME

NAT ACCTS

PSI

HIAA

PSR

DIRECTORIESPSP

CLM 

CHECK

NAT. ACCTS

ACTU INCME

ADMIN SYS

ACTUARIAL

CORP. 

FINANCE

DCS

HALLMARK

DIMARK

DNOA

HALLMARK

DIRECT MKTS

FRUD/ABUSE

CUST REPTS HSR

INFRASTRUCTR

UNDERWRTNG

SSM

HRS TRANS.

TARTAN

GENERAL

 LEDGER

CREDIT UNION

TAX FILES

SAV. BONDS

T/P 401-K

DNoA

BCA ANNL LTD

HRS Input

PROVIDER
FPDB

EFT Trans

UPP EFT
BANKS

CORE

PROVIDER

VENDORS

MICHIGAN 

PROVIDERS

CMS

PROVIDER

FSS

ADMIN 

SYS

ACTUARIAL

PLANS

PSR

PSI

HIAA

PLANS

PSR

PSP

HCA,

HIAA HSR

PCPS

PROV. DATA 

EXCHANGE

MODDE

GROUPS

GRP/DIRECT

MKT PAYMT

NAT. ACCTS

DIMARK

TPAs

CLINICS

PLANS

COMMISIO

NS

MED-A 

EAP

ACCTS 

PAYABLE

(Vendor)

PC-PO

DIMARK

GEN LDG

PCS

BLUE 

CHIP
(Apps, Accums)

FEP
Transmiss,

Response

ICES

(W)

ITS
SF:      

PAR-HOST

TRANS

ROUTING

ITS
DF:     

PAR-HOST

CLAIMS(DDE)

(HCSC,LABOR,

FEP,ITS,ICHIP,

MEDA,B SUPP)

BIS

PROVIDER 

ITS-RF/DF 

ITS PROFILE

BOS 1, 2

EDI

(PROVIDR)

SI-RHN
REFERRAL DATA

BLUE CHIP

ACCUMS

CDS, ITS, FSS, 

BLUE CHIP, 

FEP, PEARLS

Draft updates

DIMARK

BANKS

1ST BANK

HMO USA

HOME

ACCTS 

RECV'BLE

TRANS

ROUTING

LABOR

PEARLS
Texas

TAX REPT.

SI-RHN
PROVIDER DATA

Blue Chip

RECYCLE

EFT:
EDI 

Transltr

BCA 

CLEARING

HOUSE

IRIS
PROVIDER

CALLPATH

CMS

BLUECHIP

IMAGE

ELIGIBLTY

DENTALCSRS

 FSA

TAPS
COBRA, 

HCC 

PROVIDER 

BLUE CHIP SUPERHANDLER  
CPS/EOB, FSS, Blue 

Gateway,

PEARL, ITS(2), CDS/PCS

               

NATIONAL ACCTS 
SUPERHANDLER

Blue Gateway, CPS/

EOB

CORE

TO CITY

EFT

Requst

PROVDR ERA

CASH 

RECEIPTS

Dun &

Bradstreet

MARKETIN

G

INFOSTATION/

BOB

Medicare B 

System

CWF

(Batch only)

MEDICAR

E

 B

(IL, MI)

MEDICAR

E

A

(IL, MI)

TEXAS 

PRICER

Wellpoint 

Prescript.

Drug Clms

UPP

CHECKS

CHCK CNTRL #

CDS CNTRL 

TABLES

PROVIDER

UPP 

PCS,CHCKS

UPP EFT/ERA

UPP CHCK 

RECOVERY

UPP BANK 

RECON

UPP

REPORTS

CPS: UPP 

Offsets

UPP Advances

Daily UPP

trans

CPS: UPP 

Recon

CMC: Manual 

offsets

UPP

Master

HCA: UPP 

Recon

WHITE 

SPACE

CLAIMS

INVENTRYARS

MCNP

MED-B 

HMOI

BANKS

KEYPLEX

EFT 

PAYMENTS DB

EFT pre-

notification

EFT re-issues

EFT(HCSC/

UPP)

FNB:EFT 

acknowledg

FNB: EFT 

Returns

ID 

CARDS
LIFETIMES

CLMS 

CHCKR

IMAGE W/S

FDL Life syst.

SATA

TRANS 

ROUTE

EXIT

EXIT files



TMMI

Test Maturity 
Model Index



Name Level Department

Interviewee Sr Mgr IT Application Development

Interviewee Dir Network Operations

Interviewee Sr Mgr IT Application Development

Interviewee Dir Technical Business Office

Interviewee Mgr Information Technology

Interviewee Dir IT Application Development

Interviewee Sr Mgr App Development - Revenue Accounting

Interviewee Dir IT Application Development

Interviewee Sr Mgr Technology Business Office

Interviewee Sr Mgr Technology Business Office

Interviewee Sr Mgr IT Application Development

Interviewee MD IT Strategy & Business Management

Interviewee MD Tech Ops/Mnt Sys Technlgy

Interviewee Sr Mgr IT Application Development

Interviewee Dir IT Application Development

Interviewee MD Customer Travel Experience

Interviewee Dir Revenue Accounting - Program Management

Interviewee Dir IT Application Development

Interviewee MD Flight Ops & OCC Systems

Interviewee Dir IT Application Development & Governance

Interviewee Analyst IT Governance

Interviewee MD Service Management

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee Dir IT Service Management Support

Interviewee Sr Mgr IT Engineering

Interviewee MD IT Infrastructure Program Management 

Interviewee Mgr IT Engineering (EQA)

Interviewee Dir IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Principal EngineerIT Engineering (EQA)

Interviewee Mgr IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Sr Analyst IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Name Level Department

Interviewee MD Marketing & Sales

Interviewee MD IT Security & Risk Management

Interviewee Sr Mgr Cyber Security Intelligence

Interviewee Dir IT Application Development

Interviewee Dir IT Application Development

Interviewee Sr Mgr Network Engineering

Interviewee Dir IT Engineering

Interviewee MD IT Corporate Systems

Interviewee Sr Mgr eCommerce and Reliability

Interviewee MD IT Cust Con Cnt & App Dev 

Interviewee MD Finance and Accounting Management

Interviewee Dir Digital Strategy and Ops

Interviewee VP Infrastructure Ops and Engineering

Interviewee MD Service Delivery & IT Facilities

Interviewee Dir Data Architecture & Engineering

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Service Management Service Delivery

Interviewee VP CTO

Interviewee MD Airport Operations & Management Systems

Interviewee Dir IT Cmplex Event Processing Division

Interviewee VP Ops Tech

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee Sr Mgr Problem Management Office (PMO)

Interviewee Dir IT Application Development

Interviewee Dir IT Business Services Development 

Interviewee MD IT Operations

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee MD IT Platform Engineering

Interviewee MD Marketing Systems



In this example, 
the overall testing 
maturity level at 

the client is 
currently quite 
low. Several 
common themes 
were discovered 
as contributing 
factors to the 
current state.

QA can take advantage 
of several opportunities 
to change current 

perception. By choosing 
specific, initial projects, 
QA can demonstrate 
value and stand as an 
independent reliable 
quality practice, 
providing standardized 
processes and specific 

skills across all projects. 



Suggested Approach -
People Review

Understand the current QA 
organizational structure, staffing 
levels, staff skill sets, and overall 
roles/responsibilities in a typical 
project/program. Overall focus 
would entail the following:

ÅCurrent QA/IT organization and 
staffing

ÅRoles of the key players on a 
typical project/program

ÅCurrent skill sets of the QA staff

ÅInteractions and handoffs 
between QA and all 
preceding/proceeding groups

ÅTraining needs



Focus Area ςPeople 
Dimension ςRight sized Staffing

Å /ǳǊǊŜƴǘƭȅ ƻƴƭȅ н C¢9ǎ ǊŜǎƛŘŜ ƛƴ ǘƘŜ άǘŜǎǘƛƴƎέ ƻǊƎŀƴƛȊŀǘƛƻƴ ŀƭƻƴƎ ǿƛǘƘ ŀ ŦŜǿ 
contractors. This number is too small to support an IT organization of this 
size. 

Å Contractors are brought in as needed to support projects, typically late in 
the development process. This makes them little more than rented testers 
asked to follow whatever process or activities used by that project.

Top Findings

Å FTEs should be established as Test Leads on one or more simultaneous projects to 
be involved from project initiation. These leads can then work with additional team 
members as needed to transfer project knowledge and mentor/manage staff on 
department processes and standards.

Recommendations



Suggested Approach -
Process Review

SDLC review, along with QA work input drivers 
and schedules, review of current quality 
definitions, measurements, metrics, and  
current business analysis and non-functional 
requirements processes. 

Å Determining what to test/test objectives
Å Test methodology
Å Test planning
Å Development/Testing/Production phase 

gates
Å Types of tests executed (unit, system, 

parallel, integration, UAT, etc.)
Å Load and performance test 

planning/design 
Å Test Automation planning/design
Å Reporting & metrics
Å Requirements process and decomposition

Å Review of existing processes, 
practices, standards, structure, and 
capabilities relating to business 
analysis, requirements elicitation, 
and requirements management

Å Reviews of requirements deliverables 
(BRDs, use case models, business 
process diagrams, etc.) 

Å Go/no go decision making



Focus Area ςProcess
Dimension ςWell Defined

Å No QA process exists in the QA dept. at this time.

Å Some degree of process is defined by project teams at the BA or PM level. 
The level of definition and degree of rigor depends solely on the person in 
the role considered responsible for testing.

Top Findings

Å A formal testing process is required. The process must be comprehensive, and include no 
ambiguity as to how QA activities will be conducted (i.e. what inputs are needed, what deliverables 
will be created, etc.). 

Å The process must be documented, circulated, and approved. All documents should provide 
standardization for all phases of testing allowing customers to understand what services will be 
provided by the QA team when engaged. 

Å When planning for testing activities, use ISO 25010 as a guideline for quality attributes.

Recommendations



Full spectrum testing 
using ISO standards

39

ISO 25010 CAN BE USED TO 
ENSURE ALL QUALITY 

ATTRIBUTES ARE 

CONSIDERED

25010 CAN  ALSO BE USED 
TO SUPPORT QUALITY 

REQUIREMENTS 

SPECIFICATIONS



Suggested Approach -
Tools/Tech Review

Review of technical tools and network 
environments including development 
process, infrastructure & test environments, 
supporting technology, and applications that 
would fall within the scope of a typical QA 
engagement. Overall focus would entail the 
following:

Å Test Management Tools
Å Test Automation Tools
Å Load & Performance Test Tools
Å Defect Tracking & Reporting Tools
Å Test Data

Å Test Data population and data 
management

Å Test Data refreshing
Å Requirements Management Tools

Å Requirements management and 
versioning

Å Requirements traceability
Å Test Environments

Å Primary/Secondary use of the 
environment and access/control

Å Back up plans/schedule

Å Data population for the 
environment?

Å Technology base for the applications 
most commonly tested



Focus Area ςTools 
Dimension ςCustomized for Enterprise Use

Å ¢ƻƻƭǎ ŀǊŜ ŎƻƴŦƛƎǳǊŜŘ ǾŜǊȅ άǾŀƴƛƭƭŀέΦ

Å Tools are not currently integrated and do not share data via synchronization. 

Top Findings

Å The QA team has demonstrated that fairly basic enhancements (custom fields, 
added list values, etc.) to the tool set would streamline many basic testing activities.

Å If tool evaluation and streamlining dictates that Tool 1 and Tool 2 must coexist, data 
should be synchronized between systems. This will allow development and QA to 
leverage tools designed to allow each group to utilize best practices. If only one tool 
is kept, extensive customization may need to be performed to support all teams.

Recommendations



Tools and Tech Diagrams

High Priority App view

Å Web Apps, End 

Mobile Apps, User 

Computing and 

Mobility



Tools and Tech Diagrams

Application stack View 

Å Visibility into 

impact of changes 

by level of control 

by internal teams



Tools and Tech Diagrams

DevOps View 

Å DevOps enabling 

tools distributed 

across the 

enterprise but not 

ñtool chainedò



DOCUMENTS

https://bmgf.sharepoint.com/sites/pwa/QA Managed Service Program/QA Wiki/Test Strategy.aspx

