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12.18.17 | PLATFORM WARS H“ST@J\’lRANYF
The Year That Software Bugs Ate The

World BY HARRY MCCRACKEN

In 2017, bugs banned people from Twitter, secretly recorded them in their homes, and even In 2017: it was fﬂShiDﬂEblE to stress over the

caused a train crash. Is there anything they can’t do? pl’ﬂSpECt of machines gEttlng so smart that thE'y‘
render humans obsolete or maybe even decide to
kill us all.

Look on the bright side, though: This also turned
out to be a year that provided an inordinate
number of reminders that what computers do is
follow instructions given to them by people. And
people have a tendency to write buggy software.
When it fails, it can be startling, alarming,
irritating, or darkly funny—or, sometimes, all of
the above.

https://www.fastcompany.com/40505226/the/earthat-softwarebugsate-the-world
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keith @keith13k - May 5
Replying to @TwinSpires

This is ridiculous you guys are amateurs

WDRB.com =2 B A

Jennifer Royse @catfanjen - May 5 “

Kevin Hammer @KevinHammer1 - May & v 3 *.ES|')-'I-I“|C to @TwinSpires ] _ _
Replying to @TwinSp = |
Xpressbet never has ~ _

Eduarde ™ 0 ) @edu_frias - May 5 N
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Replying to @TwinSpires
Jay Bohn @jaybohni "

“ Replying to @TwinSp Let me know where to send my resume once you fire your CTO
o Mo troubles with Xprd
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- p i @jmalcom - May 5
Kate Large @kateisalady - May 5 v [zl el R bt
- - . . . Replying to @TwinSpires
Replying to @Twin5pires 5

Unplug it and plug it back in.

Maybe your team can fix your interface from 1998 while they're at it
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THE BUG THAT MADE GMAIL DISRESPECT PERSONAL BOUNDARIES
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H Danny van Kooten @dvkoot - 13 Feb 2017 "
Replying to @BrusselsGeek @gmail @googledevs e Wojtek Wiewiorowski @\W_Wiewiorowski - 13 Feb 2017
p Gmail App is the worst. | disabled a bunch of app permissions and it keeps < Replying to @BrusselsGeek @gmail @googledevs
a asking to re-enable, but warks. Tell me, it is fake news, please.
Q (! O 1 ~
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Technol tha Rodv Sensors permlss y Jennifer Baker @ @BrusselsGeek - 13 Feb 2017

. 9y Wales @tecp,),, Slogywales . 12 - - g Nope.
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do They want t mEasure; e :55::9 edevs v a-|| o

Screwing y L urstress levels 5o g, . ajob
c ~ 9 us over ;) &, vag, €Y €an monitor how wejj they are ‘ @ call me garbage tell me geta)

et T.E 1 e "{b‘{“ pemil 1€ A

= .l o \a\\') what s
— ny do i need to Wm on "body sensors to use gn
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The message was actually a bug that TrasTrro~— ind for goge e ety sickof e
now, with the earliest user complaints dating back to203=—=Pn ;. ui-vev’s |
"Cancel" on the pojip does notee=— v lus S— —o
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You need to change email client and use other services!
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THE BUG THAT EQUIFAX PROBABLY WISHES IT HAD pa = R/
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In September, credi¥ 2 YA G2NAY 3 {AYy3IALAY 9ljdATI EQE 64
sensitive information on up t@43 million Americans
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EQUIFAX OFFICIALLY HAS NO
EXCUSE
“As the security community processes

the news and scrutinizes Equifax’s
cybersecurity posture, numerous

Equifax Inc. (EFX)

Announces Significant Data Breach; -13.4% in After-Hours

Significant data breach obviously a material negative, but -13.4% after-hours
saems like over-reaction based on our understanding of events. Our understanding
is data retained by EFX primarily generated through consumer interactions was
breached via the Apache Struts flaw (i e., core databases not believed to have been
breached). We expect near-term operating headwinds plus material event-related
expenses. However, we believe EFX's acoess to key data sources are unlikely to
be affected, and client relationships and EFX's brand are unlikely to be meaningfully
impaired intermediate to long term.

LOWERING PRICE TARGET
1-Year Price Chart

100~

4 % R & B B B B B B B B
= Data breach impacts ~143mn U.S. consumers, an event garnering @ a8 = % F <z 7 oem

d ou bts h dave su rfa CE‘d d bD utt h a widespread pressimedia attention. Information accessed includes names, social Stock Data

security numbers, birth dates, addresses, and in some instances driver's license _
i i ! b A smaller number of credit card numbers (208k), dispute documents Rating: Outperform
organization's competence as a data nurmhars. (208K), disp Suitabilty: Awersige Risk
(182k), and information on UK and Canadian residents also accessed. Price Target/Previous: YS141/5157
Stewa rd . The Compa n'?f tODk S|}( Wweea I(S = Key EFX databases are not known to have been breached as part of the Price (71T} ) §142.72
incident, including the consumer credit file, TWHN, NCTUE, IXI, or its commercial g:::;gﬁ E:I'nl'-llilll:'l 517523193
1 i H 1 credit database. Our understanding is that data entered (and retained) through Average Daily Vol (mil): 0.49
tD n Dtlfy the p u bl IC a ﬂ:er fl n d I n g O L’It consumer portalsfiinteractions (comsumers imguiring about their credit repors, Dividend Yield: 1.1%
- disputes, etc.) and data around it was breached via the Apache Struts flaw. Estimates

a bGUt the breaCh " EVE" then! the s,te = Equifax reportedly first became aware of the incident July 29, while the FY Dec 20168  2017E  201BE
- 3 breach is believed to have occumred from mid-May through July {one of the al 1234 144 A 180 E
that Equ,fax SEt UP in rESpanse ta' most concerning things to us is that the unauthorized access occurred for ~2.5 Q2 1434 1.60 A 1.79E
. . months before being identified, raising concems more broadly regarding EFX's a3 144 A 1.83E 1TE
address questions and offer free credit data securtylpractices). o 142A  1S2E 189E
. Fiscal EFS 5.52 A 6.08 E 6.TTE
= We expect disclosure timing to raise additional questions. While the lag Fiscal PIE 25.9x 23 Ex 219%

monitoring was itself riddled with
vulnerabilities.”

until public disclosure while EFX conducted an investigation and gained a better
understanding of the breadth of the breach and root causes is understandable: (1)
there were several executive stock sales outside of 10b5-1 plans on 81-8/2 (quite
plausible execs did not know about the situation or its severity at that time), (2) a
Congressman is already tweeting questioning the delay, and (3) damages incurred
from illicit data usage in the interim may create additional liabilities.

ChartiTable Sources: FactSet and Baird Data. Price
chart reflects maost recent closing price.
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disabling the option to talk to the Mini by pressing the touch panel.
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Twitter Support @ @TwitterSupport - 5 Nov 2017 W
We've identified an error with search results for certain terms. We apologize for
this. We're working guickly to resclve & will update soon.

Q172 1 342 7 815

Twitter Support & @TwitterSupport - 6 Nov 2017 LY
1/ Late last week, we discovered a technical issue that affected search results:
searches for certain words related to sexuality did not populate complete results.
We apologize for anyone negatively impacted by this bug. It is not consistent
with our values as a company.

Q 79 11 202 7 361

Twitter Support @ @TwitterSupport - 6 Nov 2017 w
2 / As outlined in our media policy, media that may be considered sensitive is
collapsed in places such as search results, meaning that images and videos would
be presented as a link, not automatically populated.
support.twitter.com/articles/201&9...

Q7 1 83 O 133

Twitter Support @ @TwitterSupport - 6 Nov 2017 v
3 / One of the signals we use to identify sensitive media is a list of terms that
frequently appear alongside adult content. Many of these words on the list are
not inherently explicit, which is why they must be used alongside other signals to
determine if content is sensitive.

O 6 m 7 7 131

Twitter Support & @TwitterSupport - 6 Nov 2017 LY
4 / Our implementation of this list in search allowed Tweets to be categorized
based solely on text, w/out taking other signals into account. Also, the list was
out of date, had not been maintained and incorrectly included terms that are
primarily used in non-sensitive contexts.

O
O

O

Twitter Support @ @TwitterSupport - 6 Nov 2017 W
5/ When all Tweets containing certain terms were incorrectly collapsed on the
photos, video and news search tabs, the search results in those tabs returned an
error message indicating that no content was available.

QO 8 79 WERYS

Twitter Support &

@TwitterSupport v
6 / We have audited the list and

removed terms that should not have
been included. We are making changes
during the next 24 hours to correct this
mistake. Once we are confident it is
completely resolved, we'll share an
update here.

8:44 PM - 6 Nov 2017

s retweets 261like:s (P P2 B 2 2 2

O 29 11 o8 7 261

Twitter Support @ @TwitterSupport - 7 Nov 2017 W
7/ We have shipped changes to the English version of this list so that the terms
related to sexuality will no longer return an error message in search results. In the
coming days, we will be working to ensure these changes are reflected in all
languages on the service.
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ity issue at
U igh Sierra. Any 5 empty
s Ir ) imes. Are you System Preferences is trying to unlock Users &
ser Groups preferences.

You can ess it via System Preferences=Users & | User Name:

THE NEED FOR THOSE 2
PESKY PASSWORDS s

Contacts Ca

m Login Options
nable parental controls =~ Open Parental Controls...

I 0dzA Ay ! LILX SQ& | AF
access to Macs simply by enterlng the user
VIEYS aNR2GE YR y2 LI
anyone who gets their hands on your
computer to get at your files.

Authenticating...

Within a day of the problem gaining
widespread notoriety, Apple rushes out an
auto-installing patch and apologizes.




THE BUG THAT UNDID THE FIX FOR THE PESKY BUG THAT ELIMMNEHEBPORPESKY PASSWORDS

The issue appeared to be fixed, but another updatenteoduced the problem.

If MacOS update 10.13.1 was installed, the issue retugerad anyone could get into your computer, again.
The patch could be reinstalled, and the computer rebooted to addressd@esss) the issue.

System Preferences is trying to unlock Users &
Groups preferences.

~ Devin Ca :
' admin | n Enter your password to allow this. ssword...

User Name:

Password:

Contacts Card:  Open...

m Login Options
ontrols  Qpen Parental Controls...




THE BUG THAT SHOWED YOUR FRIENDS YOU WERE RUNNING 10S 11
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Katie Couric @
\i\ katiecouric

Is a weird thing happening on your phone
when you type a capital 1? u Another

dDrea ID'm»lu ‘rump prank? Help! @
et

apple

ol'vl

ll n

If you type the letter
and it autocorrects to an
“A" with a symbol

If you updated your iPhone, iPad, or iPod
touch to i0OS 11.1 and find that when you

Hnin

type the letter "i" it autcTorrects to the
| f

letter "A" with a symbol, learn what to

1 I
(A
(i [ o)

| definitely should not have to learn anything to solve this bug.
support.apple.com/en-us/HT208240
11:10 PM - Nov 5, 2017

Joanna Stern @
@JoannaStern

Q) 280 Q 120 people are talking about this

LI S AaadzsSa
work around while they worked
to create a patch:

1. I SI R G{ Sili
2./ £t A0l GDSYSNJ
3. Navigate to keyboard

4. Select text replacement

5. Click the little "+" button to
add a new text replacement
Type an uppecase "I" in the
Phrase box

7. Type and a lowecase " in

the Shortcut box.

o

I LILJE SQa
GKSYSOSNI dz

y

— >+
- <

)



amazZon

THE BUG THAT COULD LET A STRA
RANSACK YOUR HOME

®.9

In October, Amazon  To make that idea less scary, Amazon emphasizes A
announced Amazon their entry is recorded by the UKFO A0Qa Fy dzyt A1 St e

Key, a smart lock that new Amazon Cloud Cam. scenario, but releases
lets its delivery But security researchers soon a patch to alert users
peopler or when their camera

show how a bad guy with
employees of Amazon Amazon Key access could use a
partners such as Wi-Fi vulnerability to freeze the
housecleaningand /¢ 2'g;R /' YQa @ARS2 FSSR: YI1Ay3
dog-walking it appear as if the door is closed

ﬁg%iecewmefyow 6KSYy a2vYS$2ySQa 2L8yAiAy3 Ado

has been shut off.







arantee

About the Amazon Home Services Happiness Guarantee

We want you to buy with confidence anytime you purchase a service on the Amazon.com website; that's why we guarantee service quality when you purchase services from
an Amazon Home Services pro on Amazon.com. If the service was not completed according to the final scope agreed through Amazon's systems, or if your product or
property was damaged as a direct result of the service, we'll work with you and the pro to correct the problem or we'll give you your money back.

If your Amazon Home Services purchase was of poor quality, please contact us to begin the process of filing a Happiness Guarantee claim. After collecting basic contact
information and the required documentation of the problem, our support team will work quickly to resolve your case.

If your purchase is covered by the Happiness Guarantee, Amazon Home Services will make it right in one of these three ways

1) Work with you and the pro to correct the service.
2) Refund your money for the purchase, and cover related property damages up to $2,500.
3) Help you to file a claim against the provider's insurance.




THE BUG THAT SCARES THE BEJESUS OUT OF YOU

Mac Mecoy L 4
@MMecoy

@GavinHIQ e

I [he night it
Lying in bed abo

' ' that.
Echo Dot lets ou q: Diary of a Mad Nursing Student L 4
&’ @AnonEmpathRN
chance | get mur

AL AV Cak AL
| -4‘(_) AVl - IFED £0

= Was really considering an @amazonecho device but then the
Q9370 O 2,01 laughing horror story just changed my mind. | forgot people can 4

hack those things. #nevermind
) Aaronlevied  6:30 PM - Mar 7, 2018

{f,p @levie

. ) ,% See Diary of a Mad Nursing Student's other Tweets 0 o
Amazon Alexa is app xa, Siri, my
Which is basically the [ined reason,
needed in a news cycle right now. "  It's going out the window.
5:01 PM - Mar 7, 2018 2 | 5:00PM-Mar7,2018

) 1,276 Q 335 people are talking about this {0 O 87 Q) 35 people are talking about this o



https://youtu.be/p8phGxzUC_Y?t=11s

LY HamTt GKS &20AFf ySi
turned translation services over to Al, completely

A Palestinian man was wrongly arrested by Israeli officials after Facebook
mistranslated his post.

The construction worker posted a photo of himself by a bulldozer, with the
OF LJOA2Y aD22R Y2NYAYy3IeE gNAOGUSY AY

COS6221 GN}Xyafl dSR
English.

Cl OSo6221 Qa entidelypgowered by Alghd ardumdi®.5 billion
translations are made each day across the social network.
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Brand Erosion Index




The Big Picture

LOSSES FROM SOFTWARE FAILURES (USD)

1715430778504
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ACCUMULATED TIME g LOST

46 MINUTES
8 HOURS

3 DAYS
2 WEEKS

8 MONT
2063 YEA

5
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World Population
in Billions

PEOPLE AFFECTED (AT LEAST)

2017

Statistically, there is a very good chance that you have bee
personally impacted by a software failure over the past yes
C perhaps even in the last quarter, or week.

; FEB. MAR.  APRIL MAY JUNE  JULY AUG. SERT: R OCT: NOV.  DEC.

SOFTWARE FAIL STORIES BY MONTH
2017




SOFTWARE TYPE

SOFTWARE FAILS BY TYPE
2017

113 Embedded
193 Mobile / Cloud
300 Etnterprise Apps

“Embedded" includes all software that is built into
adevice or piece of hardware. If a casino's slot ma-
chine experienced a software glitch, or a car’s air-
bag sensor malfunctioned, it was placed into this
category. Transportation makes up the majority
of this category, with 41 of 113 staories. This is un-
surprising given that most Transportation soft-
ware fails stem from a problem programmed in
the vehicle itself, be it car, plane, or train.

“Mobile/Cloud” encompasses all web or app-
based software. If a website crashed due to a
software fail, it went into this category. While
each industry was well represented (showing
how even industries that traditionally run legacy
software have jumped on the mobile boat), Re-
tail and Consumer Tech predictably took the lead
with 125staries. Of those 125 stories, 72 featured
hardware and smart phane manufacturers such
as Apple, Alphabet, or Samsung.

"Enterprise Apps”encompasses all software that
requires installation in a specific location. If an
organization's internal system, such as an ERP
(Enterprise Resource Planning) or accounting

software crashed, it went into this category.
Enterprise Apps software exists within every
industry. However Public Services and Health-
care overwhelmingly dominates this list, making
up 42% of the stories in this category.




TYPE OF FAIL BY INDUSTRY

ONORO®

ENTERTAINMENT FINANCE PUBLIC SERVICE AND HEALTHCARE

SECURITY VULNERABILITY ]l usaeiLuitYGLITcH [J] soFTWARE BuG

DRONO

RETAIL AND CONSUMER TECH SERVICE AND UTILITIES TRANSPORTATION



THE ANATOMY OF
A SOFTWARE FAIL

BRITISH AIRWAYS, MAY 27, 2017

S5EAD

:
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TRANSPORTATION
INDUSTRY FAILS

PER MODE OF TRAVEL 2017

While vehicle recalls are the most ubiquitous of the
Transportation industry-related software fails, the
bugs that create the biggest uproar are certainly airline
outages. While only 14 of the reported transportation
stories pertained to air travel, the rage that these
types of bugs elicit ensures broad media coverage and
palpable brand damage. British Airways took one of the
biggest hits, with 6 outages within 2017 - 3 of which
took place in the span of 1 month. An outage in May
2017 spawned global chaos over the course of 2 weeks,
causing a total loss of $200 Million and as much as a
4% percent drop in stock price that erased hundreds
of millions from the company’s value.

2017 also saw a surprising increase in train-related
software bugs, 4 of which, oddly enough, took place
in Denver, Colorado. The biggest train bug of the year
took place in Singapore. A software safety mechanism
failed, causing two metro trains at Joo Koon station to
crash into each other. 38 people were injured, and the
scheduled maintenance to fix the bug will impair train
operations for over 6 months.

These types of bugs often occur as a result of routine
software updates, a fact which underscores the
necessity of end-to-end testing. This is particularly true
within highly-complex system landscapes like transpor-
tation logistics, when the lives of customers—not just
financials—are at stake.



THE ANATOMY OF
A SOFTWARE FAIL

BRITISH AIRWAYS, MAY 27, 2017

Power Surge
causes system failure

Back-up System
fails to engage

Booking system:

British Airways forced to
rebook 50,000 people on 30
other airlines; RyanAir sees
surge in last minute bookings

Arriving Airplanes:
Thousands of people
forced to wait for hours
on tarmac to disembark

Check in desks:

No computerized check-in possible
Airport staff has to use white-
boards to display flight information

- Over 1000 flights canceled
over 3 days

- Over 75,000 people affected

- British Airways has estimated

All "communications
hardware and
messaging systems” are
down at two airports

Baggage handling:

“Tens of thousands” of
passenger bags left sitting
in warehouses

compensation
bill of over $200 million

- British Airways share price
dropped by over $220 million

Mobile phone apps:

No mobile check-in possible
British Airways has to reimburse
premium phone charges
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Cost reduction through
effective QA

Based upon analysis of over 4500 projects:

A There is too large a disconnect between defect
creation and defect discovery

A Roughly 80% of defects are created in the analysis
and design phase but 70% of defects are found
between implementation and deployment

A Fixing defects early in the lifecycle avoids a significant
amount of costly rework, re-test, regression testing,
and redeployment

A Defects found in production can have a major, and
sometimes catastrophic impact on business operation
¢ QA throughout the SDLC process reduces the risk of
revenue loss/brand damage

Defect Fix Cost by SDLC Phase
SDLC Phase Factor Cost per defect

Production x250 $50,000

User Acceptance Testing X75 $15,000

System Testing x30 $6,000

Integration Testing x8 $1,600

Unit Testing x4 $800
Requirements/Design x1 $200

The “Shift Left”

STATIC DYNAMIC
80% DEFECTS CREATED = TESTING  TESTING 80% DEFECTS DISCOVERED
-+ >

DEPLOYMENT
REQUIREMENTS . K\:CEDTI\NCE TESTING

@  END TO END BUSINESS PROCESS TESTING
TECH. ARCHITECTURE @ /

_. SYSTEM INTEGRATION TEST

HIGH LEVEL DESIGN () ..- cveTEn TeS
YSTEM TEST

. COMPONENT INTEGRATION TEST
LOW LEVEL DESIGN . 7

‘ COMPONENT TEST

CODE CREATION /
CUSTOMIZATION

DEFECTS

DEFECTS

<,

TRADITIONAL MODEL

Fal
SN

—eo—% o o

/
/
*

sDLC

SHIFT LEFT MODEL

A

L 2 L > —e
SDLC

Reduces cost of quality
Accelerates time to
market

Increases change
throughput

Increases customer
satisfaction

N
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IMPLEMENTATION

THE
SOFTWARE
DEVELOPMENT 6
CYCLE " MAINTENANCE

N 4

WATERFALL

AGILE

DEVOPS

o AR tiiill

Software Development
Lifecycle (SDLC)

AAn SDLC is framework that describes the
activities performed at each stage during a
software development project

AThe exact lifecycle/process varies from one
model to another, and there are various
kinds of software development models




What is SQA

o )

Software Quality Assurance (SQA) consists

of the means of monitoring the software

engineering processes and methods use

to ensure quality

d

>

SQA encompasses the entire software
development process, which includes
processes such as requirements definitio
software design, coding, source code
control, code reviews, software

configuration management, testing, releas

management, and product integration

n,




Quality.

Assurance Detection

Control

Quality methods
can be

segmented into
two categories:

The key difference to
remember is that Quality
Assurance is interested in

the process whereas
Quality Control (testing) is
interested in the product

1) Preventive
(QA)Q
proactive (shift
left)

2) Detective
(QC)-reactive

Both are
needed,
one is not
enough
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TMMI

Test Maturity
Model Index

LEVEL 5: OPTIMIZATION

e Defect prevention
e Test process optimization
e (Quality Control

LEVEL 4: MANAGEMENT & MEASUREMENT

¢ Test measurement
¢ Software quality evaluation
¢ Advanced peer reviews

LEVEL 3: DEFINED

Test organization

Test training program

Test life cycle and integration
Non-functional testing

Peer reviews

LEVEL 2: MANAGED

¢ Test policy and strategy

¢ Test planning

* Test monitoring and control
* Test design and execution

* Test environment

LEVEL 1: INITIAL

Chaotic process
Dependent on heroes

No understanding of the cost of quality




Name

Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee

Level
Sr Mgr
Dir

Sr Mgr
Dir
Magr
Dir

Sr Mgr
Dir

Sr Mgr
Sr Mgr
Sr Mgr
MD
MD

Sr Mgr
Dir
MD
Dir

Dir

MD

Dir
Analyst
MD

Dir

Sr Mgr
Dir

Sr Mgr
MD
Mgr
Dir

Sr Mgr

Department

IT Application Development

Network Operations

IT Application Development

Technical Business Office

Information Technology

IT Application Development

App Development Revenue Accounting
IT Application Development
Technology Business Office
Technology Business Office

IT Application Development

IT Strategy & Business Management
Tech Ops/Mnt Sys Technlgy

IT Application Development

IT Application Development

Customer Travel Experience

Revenue AccountingProgram Management
IT Application Development

Flight Ops & OCC Systems

IT Application Development & Governance
IT Governance

Service Management

IT Application Development

IT Application Development

IT Service Management Support

IT Engineering

IT Infrastructure Program Management
IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

Principal EngineelT Engineering (EQA)

Mgr

Sr Mgr

Sr Mgr

Sr Analyst
SrMgr

IT Engineering (EQA)
IT Engineering (EQA)
IT Engineering (EQA)
IT Engineering (EQA)
IT Engineering (EQA)

Name

Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee

Department

Marketing & Sales

IT Security & Risk Management
Cyber Security Intelligence

IT Application Development

IT Application Development

Network Engineering

IT Engineering

IT Corporate Systems

eCommerce and Reliability

IT Cust Con Cnt & App Dev

Finance and Accounting Management
Digital Strategy and Ops
Infrastructure Ops and Engineering
Service Delivery & IT Facilities

Data Architecture & Engineering

IT Application Development

IT Service Management Service Delivery
CTO

Airport Operations & Management Systems
IT Cmplex Event Processing Division
Ops Tech

IT Application Development

IT Application Development

Problem Management Office (PMO)
IT Application Development

IT Business Services Development
IT Operations

IT Application Development

IT Application Development

IT Platform Engineering

Marketing Systems




In this example,
the overall testing
maturity level at
the client is
currently quite
low. Several
common themes
were discovered
as contributing
factors to the
current state.

e 9°
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QA can take advantage
of several opportunities
to change current
perception. By choosing
specific, initial projects,
QA can demonstrate
value and stand as an
independent reliable
guality practice,
providing standardized
processes and specific
skills across all projects.

Skill sets defined across org

Right sized-staffing

Training needs identified

Project on-hoarding process

Clearly defined roles

Consistent approach to work inputs, effort
Leadership vision

Governance is centralized

AVERAGE

Strengths Weaknesses
= Existing test resources exhibit
sound skills in 3 manual testing
capacity
= [Bestin breed testing tools
already exist
= Widely held beli=f that testing is

across the application portfolio
*  lack of individual project
visibility at the program level
* lack of coordination across
n & embracement of project teams
agile methodology into the SOLC *  lack of governance faor key
is & positive SDLC areas

Dimensions

Well defined

Consistently applied

Training

Governed/Enforced
Adaptable

Collaborative not competitive

AVERAGE

Dimensions

Standardized

Effectively leveraged

Used to drive process
Customized/integrated for enterprise use
Centrally administered

Data synched/consistent

Test environments

AVERAGE

# 3.050: Good
2.0 : Fair

@ 0-19:Poor

) Overall rating




Project
On-Boarding
Process

'Peo Ple Right Sized Training Needs
Staffing identified

{iu mme: Leadership Centralized
pproa Vision Governance

Clearly Defined
Roles

Understand the current QA
organizational structure, staffing
levels, staff skill sets, and overall
roles/responsibilities in a typical
project/program. Overall focus
would entail the following:

Work inputs/Effort

" _

A Current QA/IT organization and
staffing

A Roles of the key players on a
typical project/program
A Current skill sets of the QA staff

A Interactions and handoffs
between QA and all
preceding/proceeding groups

A Training needs

Suggested Approaeh

People Revie




Focus Are& People
Dimensiong Right sized Staffing

Top Findings

Al dNNByiGte 2yfeé H C¢t9a NBaAARS Ay (K
. contractors. This number is too small to support an IT organization of this
size.

A Contractors are brought in as needed to support projects, typically late ir
the development process. This makes them little more than rented testers
asked to follow whatever process or activities used by that project.

Recommendations

A FTEs should be established as Test Leads on one or more simultaneous projects to
be involved from project initiation. These leads can then work with additional team
members as needed to transfer project knowledge and mentor/manage staff on
department processes and standards.

=




SDLC review, along with QA work input drivers
and schedules, review of current quality
definitions, measurements, metrics, and
current business analysis and namctional
requirements processes.

A Determining what to test/test objectives
A Test methodology
A Test planning

| Development/Testing/Production phase
= gates

“ Types of tests executed (unit, system,
parallel, integration, UAT, etc.)
Load and performance test
planning/design
Test Automation planning/design
Reporting & metrics
Requirements process and decomposition

A Review of existing processes,
practices, standards, structure, and
capabilities relating to business
analysis, requirements elicitation,
and requirements management

A Reviews of requirements deliverables
(BRDs, use case models, business
process diagrams, etc.)

Go/no go decision making

'Process _
Well Defined Conslst_ently Defined Training iz
Applied Governance

Suggested Approaeh

Process Revie




Focus Area& Process
Dimensionc Well Defined

Top Findings

A No QA process exists in the QA dept. at this time.

. A Some degree of process is defined by project teams at the BA or PM level.
The level of definition and degree of rigor depends solely on the person in
the role considered responsible for testing.

Recommendations

A A formal testing process is required. The process must be comprehensive, and include no
ambiguity as to how QA activities will be conducted (i.e. what inputs are needed, what deliverables
will be created, etc.).

A The process must be documented, circulated, and approved. All documents should provide
standardization for all phases of testing allowing customers to understand what services will be
provided by the QA team when engaged.

A When planning for testing activities, use 1ISO 25010 as a guideline for quality attributes.
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Review of technical tools and network
environments including development
process, infrastructure & test environments,
supporting technology, and applications that
would fall within the scope of a typical QA
engagement. Overall focus would entail the
following:

Test Management Tools

Test Automation Tools

Load & Performance Test Tools
Defect Tracking & Reporting Tools
Test Data

‘Tools Standardized Effectively Used To Drive Customized For A Test Data population and data
e Leveraged Process Enterprise Use management
. A Test Data refreshing

Requirements Management Tools

A Requirements management and
versioning

A Requirements traceability
Test Environments

A Primary/Secondary use of the

S u g g eStEd Ap p ro aeh A environment and access/control

Back up plans/schedule

- A Data population for the
Tools/Tech Revie
Technology base for the applications
most commonly tested

Test Environments




Focus Are& Tools
Dimension¢ Customized for Enterprise Use

. Ac22ta FNB O2yTAIdNER OSNE GOk yAtfl £
A Tools are not currently integrated and do not share data via synchronization.

Recommendations

A The QA team has demonstrated that fairly basic enhancements (custom fields,
added list values, etc.) to the tool set would streamline many basic testing activities.

A If tool evaluation and streamlining dictates that Tool 1 and Tool 2 must coexist, data
should be synchronized between systems. This will allow development and QA to
leverage tools designed to allow each group to utilize best practices. If only one tool
Is kept, extensive customization may need to be performed to support all teams.




Tools and Tech Diagrams

Enterprise
Reporting

Document List of high priority i L
rity items for MS Office update . =
. Document a:f‘ dasd WebBased| [ LMS  Okmm - abstract — (C. [V —— problesermr
information how tools o O Ceaatias | o BOWBIW Apps O e “s'““* = 1= B (CIRBLL
) integration service laper  * Global Security Dashboars | ey vEnts S‘ ME’_\ .
gathered in enable the *  Contracts Pigeime sy SO ¥ hum — !1‘.".:‘2' ' Docuige. . B yus
a logical overall o CRM:CRM-Online Platform * z_;:‘:w" s
e D al i Vamme 7 caen . FAGILITINS @
= process s Dwma . Ceeres vommer', Q0= = Bt eener 360 L
e Dynamics AX (AX7) e Payment Recomcliation
e Financial Dashboard : :e"p‘mm;r:r:::&;e;,“bam G Off 365
Financial Toolkit )
: F.('I‘::;llol\ 2nn‘.’.(x ¥ ’r".':m::“" Card |Ce
o Foundation Reporting . S Seiver
. FRx & Snun BEaEaa 'J o
o Gatewsy o Wells Fargo Took GDG En D
Tools and Tech Diagram
V48
Migh Prioriey Apps I—.

High Priority App view

A Web Apps, End

Mobile Apps, User

Computing and

Mobility

AlrWaech Browser
AlrWatch Catalog
AlrWatch Console
AlrWatch MDM Agent
Ampersand {Wedclip)
Dropbes

Micresoft Outlook

Laptops

Lenowe Yoga X1

o SutfsceProdandd

o Surface Book

o Dell Latitude 7280/
£7250 and £7270

Desktops

Note
s The Mac Machines are Being Your Own Devices (BYOD)

Dell Precision Tower 3620
Dell Optplex 9020

OneDrive - Cloed Storage
Skype for Business

Vismo GPS Tracking
Workday

Contur

Microsoft Dynamics 365
Zendesk

Mobile Phones

e [Phone 65+

e [Phooe 65

o Samsung Galaxy 57

o Samaung Galawy 57 Edge

Mobile Apps

@-00+BUR E'O@.@ﬂﬁ

@E.'.l

LR IISRY L

) petabstract

PBR /

End User -

Computing -] Windows 10 macOS
and Mobility e

[ ' i — ‘/5_

-
i H o0 3 »

B2 v a 4 oo W a
s317| Vesme B X okho e Y €0 & oewiope

5 E




Tools and Tech Diagrams

Document
how tools
enable the
overall
process

Tools and Tech Diagram

Application stack View

A Visibility into
impact of changes
by level of control
by internal teams

Internal Apps
Hosting Type: Internal (136 total apps)
System type:
* Applications: 98
o Infrastructure: 30
¢ Not yet classified: 8
4
okta ) *ot
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&= collibra QOTDUS

T7~ thycotic
erwin HS 8 4

=

larwinds 7
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System Center
T CRESTRON.

139

Hosting Type: External (88 total apps)
System type:

* Applications: 72

o Infrastructure: 10

o Not yet classified: 6 e




Tools and Tech Diagrams
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UME

Document
the
information
gathered in
a logical
flow

Document
how tools
enable the
overall
process

Tools and Tech Diagram

QA Program
Assessment
feeds into a

test strategy
document and
roadmap

Test Strategy and
Roadmap

Office 365

Updated Pages
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Home
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Test Strategy

Test Approach

Home
QA Wiki
Notebook
Documents
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Portfolio Center
Recent
QA Wiki
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QA Dashiboards
Glossary
JIRA PBI

Site Contents
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Test Strategy

Testing in an Agile project i also subject to a change
This means that must be able to change d
involved in defining what the best way will be to apy
From a testing strategy perspective, the most comm

+ Unit Testing — performed by the develo;
orientated design, then various compon
+ Acceptance Testing
tests to verify that the story has been implem
+ Non Functional testing — verif

For all intent and purposes the Test Strategy should
the project in which you are working. The likely differe
Your thought processes should still consider the f

+ Risk identification, analysis and mitigation
Test Activities/Types/Techniques/Regression/

+ Test Independence

+ Entry/Exit/Completion Criteria (Acceptance C:
Test Automation and Tools

+ Test Documentation Strategy.
Roles and Responsibilitie:
Test Organisation Structure (which testing performed
Tester Skills Required/Expected
Regulatory/Company/Customer Standards

+ Incident Reporting Strategy

+ Test Environment/Data Strategy

Aneuw item that is only seen in Agile projects that may be added to the Strategy is
Business rules from the requirements depending at what level you write your defi

The test strategy should be whatever your team needs, within the govemance of t
met. It may be appropriate to have an Organisational Agile Test Strategy which is

Shared Responsibility Everyone is Responsible for

Test Automation Al types of tests (unit, intec
requirinng phyical intervent

Data Management Production data must be

Test Management

Test cases, code, documents and data will be treated with th

Mon 6/26

Mobility (4], FAR (1), Other
(2) - Total (7)
Mon 7/3

ime importance as production code

Mobility (1), FAR (1), Other

Finish - and
Frig/a ( (oees)

. A ist

(7) - Total (9)

Fri 7/23



https://bmgf.sharepoint.com/sites/pwa/QA Managed Service Program/QA Wiki/Test Strategy.aspx

