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Abstract. Cyber-Human-Physical Systems are a particular class of systems where not only there is an 
integration between the cyber and the physical component, but where the system operation is inherently 
affected by human behaviors, and in turn it affects the humans that use its services. The inclusion of such a 
human component introduces novel challenges in the optimization of the functionality of such systems, since 
human behavior and psychological perception should be appropriately modeled. In this talk we first consider 
the problem of cascading failures in smart grids. We exploit the paradigm of the Internet of Things (IoT) to 
learn the user habits and realize flexible loads on the user side. The problem involves the System operator, 
the Load Serving Entities, and the users' Smart Homes. The System Operator detects the contingency and 
determines how much load needs to be curtailed to prevent a cascading failure. Each Load Serving Entity 
determines how to distribute the load curtailment to the users. Finally, the Smart Home learns the user habits 
and calculates the best schedule of appliances in order to minimize the impact on the user habits and meet 
the load curtailment prescribed by the Load Serving Entity. Subsequently, we consider the problem of 
optimizing the energy consumption in a single Smart Home. We use large scale online surveys to derive a 
psychological model of user perception of smart appliances as well as appliances interdependencies. Using 
these psychological models we formulate an optimization problem to find a schedule of appliances that 
maximizes the user psychological perception within an energy budget constraint. We show that this problem 
is NP-Hard and provide an efficient algorithm based on simulated annealing. 
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