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https://www.fastcompany.com/40505226/the-year-that-software-bugs-ate-the-world



Before we look at the 2017 recap, let’s look at a local one from 
2018…

TwinSpires online betting system crashes minutes before Kentucky 
Derby

LOUISVILLE, Ky. (WDRB) -- Churchill Downs’ online betting system 
was inoperable for at least 16 minutes in the final hour leading up 
to the Kentucky Derby, frustrating horse racing fans looking to 

wager on the race.

TwinSpires.com tweeted about the “technical difficulties” at 6:18 

pm. The account then said the problem had been resolved at 6:34 
pm.

Copyright 2018 WDRB News. All rights reserved.



THE BUG THAT MADE GMAIL DISRESPECT PERSONAL BOUNDARIES

A defect in Google’s Play Services software for Android caused Gmail to demand access to “body 
sensors” before it would let users send email. Of course, Gmail obviously doesn’t need that information.

Here's the deal: Google Play Services is a core Android app that 
provides functionality like authentication and synchronized contacts 
across Google apps. It can also enhance apps by speeding up offline 
searches and providing more immersive maps. 

Google Play Services uses the Body Sensors permission for apps like 
Google Fit, which tracks steps and other fitness activity. But Gmail 
doesn't actually use the Body Sensors permission, a Gmail 
community specialist said on the product forum thread. 

The message was actually a bug that has lingered around for a while 
now, with the earliest user complaints dating back to 2015. Pressing 
"Cancel" on the pop-up does not seem to fix the issue and causes 
the pop-up to show up later. 



THE BUG THAT EQUIFAX PROBABLY WISHES IT HAD PATCHED

In September, credit-monitoring kingpin Equifax’s website is breached by someone who makes off with 
sensitive information on up to 143 million Americans. 



THE BUG THAT CONFIRMED EVERYONE’S FEARS ABOUT SMART SPEAKERS

Members of the media who got an early unit of Google’s Home Mini smart speaker discovered that 
their Mini is recording audio 24/7…and storing it on Google’s servers. 

It turns out that a software glitch with the speaker’s touch panel was to blame; Google reacts by simply 
disabling the option to talk to the Mini by pressing the touch panel. 



THE BUG THAT MADE TWITTER LOOK HOMOPHOBIC

Twitter users notice that searching for terms such as #gay and #bisexual didn’t find any results. The company 
apologizes, explaining that a bug relating to the algorithm it uses to flag adult content had mistakenly hidden all 
tweets relating to some terms regardless of the nature of their usage. 

In essence, their algorithm identified “gay” and “bisexual” as pornographic content, in violation of the standards 
policies!



THE BUG THAT ELIMINATED 
THE NEED FOR THOSE 
PESKY PASSWORDS

A bug in Apple’s High Sierra OS provided 
access to Macs simply by entering the user 
name “root” and no password, permitting 
anyone who gets their hands on your 
computer to get at your files. 

Within a day of the problem gaining 
widespread notoriety, Apple rushes out an 
auto-installing patch and apologizes. 



THE BUG THAT UNDID THE FIX FOR THE PESKY BUG THAT ELIMINATED THE NEED FOR PESKY PASSWORDS

After patching up the bug that allowed anyone to log into a High Sierra 
Mac as an administrator, sans password, Apple releases another update 
that (briefly) brings back the bug!

The issue appeared to be fixed, but another update re-introduced the problem. 

If MacOS update 10.13.1 was installed, the issue returned – and anyone could get into your computer, again.
The patch could be reinstalled, and the computer rebooted to address (re-address) the issue.



THE BUG THAT SHOWED YOUR FRIENDS YOU WERE RUNNING IOS 11

A problem with the autocorrect feature in Apple’s newest mobile operating system caused iPhones to 
substitute an A and a strange character whenever users type “I,” resulting in widespread typos on Facebook and 
Twitter.

Apple issues an “easy”, 7 step, 
work around while they worked 
to create a patch:

1. Head to “Settings”
2. Click “General”
3. Navigate to keyboard
4. Select text replacement
5. Click the little "+" button to 

add a new text replacement
6. Type an upper-case "I" in the 

Phrase box
7. Type and a lower-case "i" in 

the Shortcut box.



THE BUG THAT COULD LET A STRANGER 
RANSACK YOUR HOME

In October, Amazon 
announced Amazon 
Key, a smart lock that 
lets its delivery 
people—or 
employees of Amazon 
partners such as 
housecleaning and 
dog-walking 
services—enter your 
home. 

To make that idea less scary, 
their entry is recorded by the 
new Amazon Cloud Cam. 

But security researchers soon 
show how a bad guy with 
Amazon Key access could use a 
Wi-Fi vulnerability to freeze the 
Cloud Cam’s video feed, making 
it appear as if the door is closed 
when someone’s opening it.

Amazon emphasizes 
that it’s an unlikely 
scenario, but releases 
a patch to alert users 
when their camera 
has been shut off.







https://youtu.be/p8phGxzUC_Y?t=11s Alexa Creepy Laugh Compilation: 3,827,450 views

THE BUG THAT SCARES THE BEJESUS OUT OF YOU

The robot wars are coming, and Alexa will have the last 
laugh.

Amazon acknowledged that some of its Alexa-enabled 
devices have developed a new skill: creeping out their 
owners with unexpected and unwarranted bursts of 
robotic laughter.

“We’re aware of this and working to fix it,” the company 
told the Verge.

People began reporting the problem with their “smart” 
speakers on social media in recent weeks. “So my mom 
& I are just sitting in the living room, neither of us said a 
word & our Alexa lit up and laughed for no reason,” 
tweeted one woman, Taylor Wade, on 5 March. “She 
didn’t even say anything, just laughed.”

(again)

https://youtu.be/p8phGxzUC_Y?t=11s


In 2017 the social network’s AI research team 
turned translation services over to AI, completely 

A Palestinian man was wrongly arrested by Israeli officials after Facebook 
mistranslated his post. 

The construction worker posted a photo of himself by a bulldozer, with the 
caption “Good morning” written in Arabic.

Facebook translated the message to “Attack them” in Hebrew, and “Hurt them” in 
English. 

Facebook’s translations are entirely powered by AI, and around 4.5 billion 
translations are made each day across the social network.







Brand Erosion Index



The Big Picture





Statistically, there is a very good chance that you have been 
personally impacted by a software failure over the past year 
– perhaps even in the last quarter, or week.

2017









The Big Picture (2017)



Calling Your 
Own Baby 
Ugly is Hard



Cost reduction through 
effective QA

Based upon analysis of over 4500 projects:

• There is too large a disconnect between defect 
creation and defect discovery

• Roughly 80% of defects are created in the analysis 
and design phase but 70% of defects are found 
between implementation and deployment

• Fixing defects early in the lifecycle avoids a significant 
amount of costly re-work, re-test, regression testing, 
and re-deployment

• Defects found in production can have a major, and 
sometimes catastrophic impact on business operation 
– QA throughout the SDLC process reduces the risk of 
revenue loss/brand damage



Software Development 
Lifecycle (SDLC)

• An SDLC is framework that describes the 
activities performed at each stage during a 
software development project

• The exact lifecycle/process varies from one 
model to another, and there are various 
kinds of software development models



What is SQA

Software Quality Assurance (SQA) consists 
of the means of monitoring the software 
engineering processes and methods used 

to ensure quality

SQA encompasses the entire software 
development process, which includes 

processes such as requirements definition, 
software design, coding, source code 

control, code reviews, software 
configuration management, testing, release 

management, and product integration



Quality methods 
can be 
segmented into 

two categories: 

1) Preventive 
(QA) –

proactive (shift 

left)

2) Detective 

(QC) - reactive

The key difference to 
remember is that Quality 
Assurance is interested in 

the process whereas 
Quality Control (testing) is 
interested in the product

Both are 
needed, 

one is not 

enough



Chasing the new, shiny, thing…
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TMMI

Test Maturity 
Model Index



Name Level Department

Interviewee Sr Mgr IT Application Development

Interviewee Dir Network Operations

Interviewee Sr Mgr IT Application Development

Interviewee Dir Technical Business Office

Interviewee Mgr Information Technology

Interviewee Dir IT Application Development

Interviewee Sr Mgr App Development - Revenue Accounting

Interviewee Dir IT Application Development

Interviewee Sr Mgr Technology Business Office

Interviewee Sr Mgr Technology Business Office

Interviewee Sr Mgr IT Application Development

Interviewee MD IT Strategy & Business Management

Interviewee MD Tech Ops/Mnt Sys Technlgy

Interviewee Sr Mgr IT Application Development

Interviewee Dir IT Application Development

Interviewee MD Customer Travel Experience

Interviewee Dir Revenue Accounting - Program Management

Interviewee Dir IT Application Development

Interviewee MD Flight Ops & OCC Systems

Interviewee Dir IT Application Development & Governance

Interviewee Analyst IT Governance

Interviewee MD Service Management

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee Dir IT Service Management Support

Interviewee Sr Mgr IT Engineering

Interviewee MD IT Infrastructure Program Management 

Interviewee Mgr IT Engineering (EQA)

Interviewee Dir IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Principal Engineer IT Engineering (EQA)

Interviewee Mgr IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Interviewee Sr Analyst IT Engineering (EQA)

Interviewee Sr Mgr IT Engineering (EQA)

Name Level Department

Interviewee MD Marketing & Sales

Interviewee MD IT Security & Risk Management

Interviewee Sr Mgr Cyber Security Intelligence

Interviewee Dir IT Application Development

Interviewee Dir IT Application Development

Interviewee Sr Mgr Network Engineering

Interviewee Dir IT Engineering

Interviewee MD IT Corporate Systems

Interviewee Sr Mgr eCommerce and Reliability

Interviewee MD IT Cust Con Cnt & App Dev 

Interviewee MD Finance and Accounting Management

Interviewee Dir Digital Strategy and Ops

Interviewee VP Infrastructure Ops and Engineering

Interviewee MD Service Delivery & IT Facilities

Interviewee Dir Data Architecture & Engineering

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Service Management Service Delivery

Interviewee VP CTO

Interviewee MD Airport Operations & Management Systems

Interviewee Dir IT Cmplex Event Processing Division

Interviewee VP Ops Tech

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee Sr Mgr Problem Management Office (PMO)

Interviewee Dir IT Application Development

Interviewee Dir IT Business Services Development 

Interviewee MD IT Operations

Interviewee Dir IT Application Development

Interviewee Sr Mgr IT Application Development

Interviewee MD IT Platform Engineering

Interviewee MD Marketing Systems



In this example, 
the overall testing 
maturity level at 

the client is 
currently quite 
low. Several 
common themes 
were discovered 
as contributing 
factors to the 
current state.

QA can take advantage 
of several opportunities 
to change current 

perception. By choosing 
specific, initial projects, 
QA can demonstrate 
value and stand as an 
independent reliable 
quality practice, 
providing standardized 
processes and specific 

skills across all projects. 



Suggested Approach -
People Review

Understand the current QA 
organizational structure, staffing 
levels, staff skill sets, and overall 
roles/responsibilities in a typical 
project/program. Overall focus 
would entail the following:

• Current QA/IT organization and 
staffing

• Roles of the key players on a 
typical project/program

• Current skill sets of the QA staff

• Interactions and handoffs 
between QA and all 
preceding/proceeding groups

• Training needs



Focus Area – People 
Dimension – Right sized Staffing

• Currently only 2 FTEs reside in the “testing” organization along with a few 
contractors. This number is too small to support an IT organization of this 
size. 

• Contractors are brought in as needed to support projects, typically late in 
the development process. This makes them little more than rented testers 
asked to follow whatever process or activities used by that project.

Top Findings

• FTEs should be established as Test Leads on one or more simultaneous projects to 
be involved from project initiation. These leads can then work with additional team 
members as needed to transfer project knowledge and mentor/manage staff on 
department processes and standards.

Recommendations



Suggested Approach -
Process Review

SDLC review, along with QA work input drivers 
and schedules, review of current quality 
definitions, measurements, metrics, and  
current business analysis and non-functional 
requirements processes. 

• Determining what to test/test objectives
• Test methodology
• Test planning
• Development/Testing/Production phase 

gates
• Types of tests executed (unit, system, 

parallel, integration, UAT, etc.)
• Load and performance test 

planning/design 
• Test Automation planning/design
• Reporting & metrics
• Requirements process and decomposition

• Review of existing processes, 
practices, standards, structure, and 
capabilities relating to business 
analysis, requirements elicitation, 
and requirements management

• Reviews of requirements deliverables 
(BRDs, use case models, business 
process diagrams, etc.) 

• Go/no go decision making



Focus Area – Process
Dimension – Well Defined

• No QA process exists in the QA dept. at this time.

• Some degree of process is defined by project teams at the BA or PM level. 
The level of definition and degree of rigor depends solely on the person in 
the role considered responsible for testing.

Top Findings

• A formal testing process is required. The process must be comprehensive, and include no 
ambiguity as to how QA activities will be conducted (i.e. what inputs are needed, what deliverables 
will be created, etc.). 

• The process must be documented, circulated, and approved. All documents should provide 
standardization for all phases of testing allowing customers to understand what services will be 
provided by the QA team when engaged. 

• When planning for testing activities, use ISO 25010 as a guideline for quality attributes.

Recommendations



Full spectrum testing 
using ISO standards

39

ISO 25010 CAN BE USED TO 
ENSURE ALL QUALITY 

ATTRIBUTES ARE 

CONSIDERED

25010 CAN  ALSO BE USED 
TO SUPPORT QUALITY 

REQUIREMENTS 

SPECIFICATIONS



Suggested Approach -
Tools/Tech Review

Review of technical tools and network 
environments including development 
process, infrastructure & test environments, 
supporting technology, and applications that 
would fall within the scope of a typical QA 
engagement. Overall focus would entail the 
following:

• Test Management Tools
• Test Automation Tools
• Load & Performance Test Tools
• Defect Tracking & Reporting Tools
• Test Data

• Test Data population and data 
management

• Test Data refreshing
• Requirements Management Tools

• Requirements management and 
versioning

• Requirements traceability
• Test Environments

• Primary/Secondary use of the 
environment and access/control

• Back up plans/schedule

• Data population for the 
environment?

• Technology base for the applications 
most commonly tested



Focus Area – Tools 
Dimension – Customized for Enterprise Use

• Tools are configured very “vanilla”.

• Tools are not currently integrated and do not share data via synchronization. 

Top Findings

• The QA team has demonstrated that fairly basic enhancements (custom fields, 
added list values, etc.) to the tool set would streamline many basic testing activities.

• If tool evaluation and streamlining dictates that Tool 1 and Tool 2 must coexist, data 
should be synchronized between systems. This will allow development and QA to 
leverage tools designed to allow each group to utilize best practices. If only one tool 
is kept, extensive customization may need to be performed to support all teams.

Recommendations



Tools and Tech Diagrams

High Priority App view

• Web Apps, End 

Mobile Apps, User 

Computing and 

Mobility



Tools and Tech Diagrams

Application stack View 

• Visibility into 

impact of changes 

by level of control 

by internal teams



Tools and Tech Diagrams

DevOps View 

• DevOps enabling 

tools distributed 

across the 

enterprise but not 

“tool chained”



DOCUMENTS

https://bmgf.sharepoint.com/sites/pwa/QA Managed Service Program/QA Wiki/Test Strategy.aspx

