The State of
Software

Quality

Assurance
(and
Testing)




12.18.17 | PLATFORM WARS lﬂAbl @Nll_)‘AN\r

The Year That Software Bugs Ate The
World BY HARRY MCCRACKEN

In 2017, bugs banned people from Twitter, secretly recorded them in their homes, and even In 201?' it was fashionable to stress over the

caused a train crash. Is there anything they can’t do? pl’ﬂSpECt of machines gettl ngso smart that thE'f
render humans obsolete or maybe even decide to
kill us all.

Look on the bright side, though: This also turned
out to be a year that provided an inordinate
number of reminders that what computers do is
follow instructions given to them by people. And
people have a tendency to write buggy software.
When it fails, it can be startling, alarming,
irritating, or darkly funny—or, sometimes, all of
the above.

https://www.fastcompany.com/40505226/the-year-that-software-bugs-ate-the-world




Before we look at the 2017 recap, let’slook at a local one from
2018...

keith @keithi3k - May 5 §
Replying to @ TwinSpires

This is ridiculous you guys are amateurs

WDRB.com =2 = S

Jennifer Royse @catfanjen - May 5 “

Kevin Hammer @KevinHammer1 - May & v 3 *.ES|')-'I-I“|C to @TwinSpires ] _ _
Replying to @TwinSp = |
Xpressbet never has ~ _

Eduarde ™ 0 ) @edu_frias - May 5 N
Q L

Replying to @TwinSpires
Jay Bohn @jaybohni "

“ Replying to @TwinSp Let me know where to send my resume once you fire your CTO
o Mo troubles with Xprd

Q = O (i} O 1

LJ Tl 1 i J 5

- p i @jmalcom - May 5
Kate Large @kateisalady - May 5 v [zl el R bt
- - . . . Replying to @TwinSpires
Replying to @Twin5pires 5

Unplug it and plug it back in.
Maybe your team can fix your interface from 1998 while they're at it 3
QO i} D 6

O 11 1 O 3




THE BUG THAT MADE GMAIL DISRESPECT PERSONAL BOUNDARIES

H @ Danny van Kooten @dvkoot - 13 Feb 2017 "
Replying to @BrusselsGeek @gmail @googledevs

P
da(
S§

Gmail App is the worst. | disabled a bunch of app permissions and it keeps
asking to re-enable, but works.

o T O 1

Go Rady Sepnsors permission for

Technnlogy Wales & Dte

chnolog

Nope. :(

—
) Wojtek Wiewiorowski @W_Wiewiorowsk Feb 20
i Replying to @BrusselsGeek @gmail @googlede
Tell me, it 1= fake news, please.
Q 2 &l v
Jennifer Baker @ @BrusselsGeek - 13 Feb 2017

G “eplying to @g;, e gywales . 13 Feb 2017 = -

ThE‘f want sselsGeek Fgmail @ gooalar. > —
d to ml_:asu,,.e i LASp [ '

our s ) :

screwing g over 9 o stress Jayals 5o they cap monitor b ‘ arbage tell me geta job

C O - LY oW wel] they ara ,{.& ca\\ meg
— S -  "body sensors’ 0 US€ gmail? whatis
toturn O )
\‘th do! ﬂeed

The message was actually a bug that has Tmgeres

f them

now, with the earliest user complaints dating back to 20152

‘lra whi

google after? pveuy smk 0

"Cancel" on the pop-up does nat<sa

i

thi_aon—%— tt @ja meskatl 13 Feb &V - Sylvie Fodor I #FreeShahidulAlam @cepic_sf - 13 Feb 2017
Katt == . cail @QOCYIENEYS =
§ Jan‘\e‘-'- - o aal ;__\;'.-“ 3 Y = = :I“__- 1| ng to T Brucce TF;:< '7_\_":;--\.*: T agooglede
A o P B W= - bl Rt A = = b=l e L
peplying 10 =500 fyacy- W2 - _
5 . mail if you want privat You need to change email client and use other services!
- Don't use a )
. ~ Q1 (A v,
O -




EQuIrax
THE BUG THAT EQUIFAX PROBABLY WISHES IT HAD PATCHED

In September, credit-monitoring kingpin Equifax’s website is breached by someone who makes off with
sensitive information on up to 143 million Americans.

EQUIFAX OFFICIALLY HAS NO
NCUSE

Equifax Inc. (EFX)

Announces Significant Data Breach; -13.4% in After-Hours

Significant data breach obviously a material negative, but -13.4% after-hours
saems like over-reaction based on our understanding of events. Our understanding
is data retained by EFX primarily generated through consumer interactions was

LOWERING PRICE TARGET

1-Year Price Chart

"AS t h e Se.: u rlty CO m m u n Ity p rocesses breached via the Apache Struts flaw ti_e__l core datapases not helie'.rg-d to have been 150 16
breached). We expect near.-ien'n opelranng headwinds plus material eu\ent-.lelaied 1501
the news and scrutinizes Equifax's ojrelpioptbuloindititoolidethohntorieline -
. impaired intermedia leng term. el | 12
cybersecurity posture, numerous paree nemedaie oot L

doubts have surfaced aboutthe

= Data breach Impacts -143mn U.S. consumers, an event gamering
widespread press/media attention. Information accessed includes names, social

Stock Data

security numbers, birth dates, addresses, and in some instances driver's license _
i i ! b A smaller number of credit card numbers (208k), dispute documents Rating: Outperform
organization's competence as a data nurmbars. A smoller d numbers (200k), disp Suitabilty: Awersige Risk
(182k), and information on UK and Canadian residents also accessed. Price Target/Previous: YS141/5157
Stewa rd . The Compa n'?f tODk SIX Wwee I(S = Key EFX databases are not known to have been breached as part of the Price (37/17). ) $142.72
incident, including the consumer credit file, TWHN, NCTUE, IXI, or its commercial g:::;gﬁ E:I'nl'-llilll:'l 517523193
1 i H 1 credit database. Our understanding is that data entered (and retained) through Average Daily Vol (mil): 0.49
tD n Dtlfy the p u bl IC a ﬂ:er fl n d I n g O L’It consumer portalsfiinteractions (comsumers imguiring about their credit repors, Dividend Yield: 1.1%

- disputes, etc.) and data around it was breached via the Apache Struts flaw. Estimates

a bGUt the breaCh " EVE" then! the s,te = Equifax reportedly first became aware of the incident July 29, while the FY Dec 20168  2017E  201BE
- 3 breach is believed to have occumred from mid-May through July {one of the al 1234 144 A 180 E
that Equ,fax SEt UP in rESpanse ta' most concerning things to us is that the unauthorized access occurred for ~2.5 Q2 1434 1.60 A 1.79E
. . months before being identified, raising concems more broadly regarding EFX's a3 144 A 1.83E 1TE
address questions and offer free credit data securtylpractices). o 142A  1S2E 189E
. Fiscal EFS 5.52 A 6.08 E 6.TTE
= We expect disclosure timing to raise additional questions. While the lag Fiscal PIE 25.9x 23 Ex 219%

monitoring was itself riddled with
vulnerabilities.”

until public disclosure while EFX conducted an investigation and gained a better
understanding of the breadth of the breach and root causes is understandable: (1)
there were several executive stock sales outside of 10b5-1 plans on 81-8/2 (quite
plausible execs did not know about the situation or its severity at that time), (2) a
Congressman is already tweeting questioning the delay, and (3) damages incurred
from illicit data usage in the interim may create additional liabilities.

ChartiTable Sources: FactSet and Baird Data. Price
chart reflects maost recent closing price.




THE BUG THAT CONFIRMED EVERYONE’S FEARS ABOUT SMART SPEAKERS GO g [e

Members of the media who got an early unit of Google’s Home Mini smart speaker discovered that
their Mini is recording audio 24/7...and storing it on Google’s servers.

It turns out that a software glitch with the speaker’s touch panel was to blame; Google reacts by simply
disabling the option to talk to the Mini by pressing the touch panel.
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Twitter Support @ @TwitterSupport - 5 Nov 2017 W
We've identified an error with search results for certain terms. We apologize for
this. We're working guickly to resclve & will update soon.

Q172 1 342 7 815

Twitter Support & @TwitterSupport - 6 Nov 2017 LY
1/ Late last week, we discovered a technical issue that affected search results:
searches for certain words related to sexuality did not populate complete results.
We apologize for anyone negatively impacted by this bug. It is not consistent
with our values as a company.

Q 79 11 202 7 361

Twitter Support @ @TwitterSupport - 6 Nov 2017 w
2 / As outlined in our media policy, media that may be considered sensitive is
collapsed in places such as search results, meaning that images and videos would
be presented as a link, not automatically populated.
support.twitter.com/articles/201&9...

Q7 1 83 O 133

Twitter Support @ @TwitterSupport - 6 Nov 2017 v
3 / One of the signals we use to identify sensitive media is a list of terms that
frequently appear alongside adult content. Many of these words on the list are
not inherently explicit, which is why they must be used alongside other signals to
determine if content is sensitive.

O 6 m 7 7 131

Twitter Support & @TwitterSupport - 6 Nov 2017 LY
4 / Our implementation of this list in search allowed Tweets to be categorized
based solely on text, w/out taking other signals into account. Also, the list was
out of date, had not been maintained and incorrectly included terms that are
primarily used in non-sensitive contexts.

O
O

O

Twitter Support @ @TwitterSupport - 6 Nov 2017 W
5/ When all Tweets containing certain terms were incorrectly collapsed on the
photos, video and news search tabs, the search results in those tabs returned an
error message indicating that no content was available.

QO 8 79 WERYS

Twitter Support &

@TwitterSupport v
6 / We have audited the list and

removed terms that should not have
been included. We are making changes
during the next 24 hours to correct this
mistake. Once we are confident it is
completely resolved, we'll share an
update here.

8:44 PM - 6 Nov 2017

98 Retweets 261 Likes “@@ s "e 2 8 o

O 29 11 o8 7 261

Twitter Support @ @TwitterSupport - 7 Nov 2017 W
7/ We have shipped changes to the English version of this list so that the terms
related to sexuality will no longer return an error message in search results. In the
coming days, we will be working to ensure these changes are reflected in all
languages on the service.



THE BUG THAT ELIMINATED
THE NEED FOR THOSE
PESKY PASSWORDS

A bug in Apple’s High Sierra OS provided
access to Macs simply by entering the user
name “root” and no password, permitting
anyone who gets their hands on your
computer to get at your files.

Within a day of the problem gaining
widespread notoriety, Apple rushes out an
auto-installing patch and apologizes.




THE BUG THAT UNDID THE FIX FOR THE PESKY BUG THAT ELIMINATED THE NEED FOR PESKY PASSWORDS

The issue appeared to be fixed, but another update re-introduced the problem.

If MacOS update 10.13.1 was installed, the issue returned —and anyone could get into your computer, again.
The patch could be reinstalled, and the computer rebooted to address (re-address) the issue.

System Preferences is trying to unlock Users &
Groups preferences.

~ Devin Ca :
' admin | n Enter your password to allow this. ssword...

User Name:

Password:

Contacts Card:  Open...

m Login Options
5 QOpen Parental Controls...




THE BUG THAT SHOWED YOUR FRIENDS YOU WERE RUNNING 10S 11

A problem with the autocorrect feature in Apple’s newest mobile operating system caused iPhones to
substitute an A and a strange character whenever users type “I,” resulting in widespread typos on Facebook and

Twitter.

Katie Couric @ 3
Follow ) v
@katiecouric e

Is a weird thing happening on your phone

when you type a capital 1? Another

@realDonaldTrump prank? Help! @apple
e L R

7 Retweets 31 Likes . ﬂ ‘7 s ‘ O Q ﬁ “?

O 13 18 Bt Q 31

1HznH
I

If you type the letter
and it autocorrects to an
“A" with a symbol

If you updated your iPhone, iPad, or iPod
touch to i0OS 11.1 and find that when you

Hnin
I

type the letter "i" it autcTorrects to the
| f

letter "A" with a symbol, learn what to

1
(i
~ef¢s®n

| definitely should not have to learn anything to solve this bug.
support.apple.com/en-us/HT208240
11:10 PM - Nov 5, 2017

@JoannaStern

Q) 280 Q 120 people are talking about this

Joanna Stern & i

Apple issues an “easy”, 7 step,
work around while they worked
to create a patch:

e wnNn e

Head to “Settings”

Click “General”

Navigate to keyboard

Select text replacement

Click the little "+" button to
add a new text replacement
Type an upper-case "I" in the
Phrase box

Type and a lower-case
the Shortcut box.

I in




amazZon

THE BUG THAT COULD LET A STRANGER
RANSACKYOURHOME

In October, Amazon
announced Amazon
Key, a smart lock that
lets its delivery
people—or
employees of Amazon
partners such as
housecleaning and
dog-walking
services—enter your
home.

®.9

To make that idea less scary,
their entry is recorded by the
new Amazon Cloud Cam.

But security researchers soon
show how a bad guy with
Amazon Key access could use a
Wi-Fi vulnerability to freeze the
Cloud Cam’s video feed, making
it appear as if the door is closed
when someone’s opening it.

@

Amazon emphasizes
that it’s an unlikely
scenario, but releases
a patch to alert users
when their camera
has been shut off.







arantee

About the Amazon Home Services Happiness Guarantee

We want you to buy with confidence anytime you purchase a service on the Amazon.com website; that's why we guarantee service quality when you purchase services from
an Amazon Home Services pro on Amazon.com. If the service was not completed according to the final scope agreed through Amazon's systems, or if your product or
property was damaged as a direct result of the service, we'll work with you and the pro to correct the problem or we'll give you your money back.

If your Amazon Home Services purchase was of poor quality, please contact us to begin the process of filing a Happiness Guarantee claim. After collecting basic contact
information and the required documentation of the problem, our support team will work quickly to resolve your case.

If your purchase is covered by the Happiness Guarantee, Amazon Home Services will make it right in one of these three ways

1) Work with you and the pro to correct the service.
2) Refund your money for the purchase, and cover related property damages up to $2,500.
3) Help you to file a claim against the provider's insurance.




THE BUG THAT SCARES THE BEJESUS OUT OF YOU

Mac Mecoy L 4
@MMecoy

@GavinHIQ e

I [he night it
Lying in bed abo

' ' that.
Echo Dot lets ou q: Diary of a Mad Nursing Student L 4
&’ @AnonEmpathRN
chance | get mur

4 A AbA 4 [V
| -4‘(_) AVl - IFED £0, 4

= Was really considering an @amazonecho device but then the
Q9370 O 2,01 laughing horror story just changed my mind. | forgot people can 4

hack those things. #nevermind
) Aaronlevied  6:30 PM - Mar 7, 2018

{f,p @levie

. ) ,% See Diary of a Mad Nursing Student's other Tweets 0 o
Amazon Alexa is app xa, Siri, my
Which is basically the [ined reason,
needed in a news cycle right now. It's going out the window.
5:01 PM - Mar 7, 2018 5:09 PM - Mar 7, 2018

) 1,276 Q 335 people are talking about this {0 O 87 Q) 35 people are talking about this o



https://youtu.be/p8phGxzUC_Y?t=11s

In 2017 the social network’s Al research team
turned translation services over to Al, completely

A Palestinian man was wrongly arrested by Israeli officials after Facebook
mistranslated his post.

The construction worker posted a photo of himself by a bulldozer, with the
caption “Good morning” written in Arabic.

Facebook translated the message to “Attack them” in Hebrew, and “Hurt them” in
English.

Facebook’s translations are entirely powered by Al, and around 4.5 billion
translations are made each day across the social network.
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The Big Picture

LOSSES FROM SOFTWARE FAILURES (USD)
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ACCUMULATED TIME g LOST

46 MINUTES
8 HOURS

3 DAYS
2 WEEKS

8 MONT
2063 YEA

5

ghi



3./0F /7.4

World Population
in Billions

PEOPLE AFFECTED (AT LEAST)

2017

Statistically, there is a very good chance that you have been
personally impacted by a software failure over the past year
— perhaps even in the last quarter, or week.

FEB. MAR.  APRIL MAY JUNE  JULY AUG. SERT: R OCT: NOV.  DEC.

SOFTWARE FAIL STORIES BY MONTH
2017




SOFTWARE TYPE

SOFTWARE FAILS BY TYPE
2017

113 Embedded
193 Mobile / Cloud
300 Etnterprise Apps

“Embedded" includes all software that is built into
adevice or piece of hardware. If a casino's slot ma-
chine experienced a software glitch, or a car’s air-
bag sensor malfunctioned, it was placed into this
category. Transportation makes up the majority
of this category, with 41 of 113 staories. This is un-
surprising given that most Transportation soft-
ware fails stem from a problem programmed in
the vehicle itself, be it car, plane, or train.

“Mobile/Cloud” encompasses all web or app-
based software. If a website crashed due to a
software fail, it went into this category. While
each industry was well represented (showing
how even industries that traditionally run legacy
software have jumped on the mobile boat), Re-
tail and Consumer Tech predictably took the lead
with 125staries. Of those 125 stories, 72 featured
hardware and smart phane manufacturers such
as Apple, Alphabet, or Samsung.

"Enterprise Apps”encompasses all software that
requires installation in a specific location. If an
organization's internal system, such as an ERP
(Enterprise Resource Planning) or accounting

software crashed, it went into this category.
Enterprise Apps software exists within every
industry. However Public Services and Health-
care overwhelmingly dominates this list, making
up 42% of the stories in this category.




TYPE OF FAIL BY INDUSTRY

ONORO®

ENTERTAINMENT FINANCE PUBLIC SERVICE AND HEALTHCARE

SECURITY VULNERABILITY ]l usaeiLuitYGLITcH [J] soFTWARE BuG

DRONO

RETAIL AND CONSUMER TECH SERVICE AND UTILITIES TRANSPORTATION



THE ANATOMY OF
A SOFTWARE FAIL

BRITISH AIRWAYS, MAY 27, 2017

S5EAD

:
Tl

.

NOZ\DRZY

TRANSPORTATION
INDUSTRY FAILS

PER MODE OF TRAVEL 2017

While vehicle recalls are the most ubiquitous of the
Transportation industry-related software fails, the
bugs that create the biggest uproar are certainly airline
outages. While only 14 of the reported transportation
stories pertained to air travel, the rage that these
types of bugs elicit ensures broad media coverage and
palpable brand damage. British Airways took one of the
biggest hits, with 6 outages within 2017 - 3 of which
took place in the span of 1 month. An outage in May
2017 spawned global chaos over the course of 2 weeks,
causing a total loss of $200 Million and as much as a
4% percent drop in stock price that erased hundreds
of millions from the company’s value.

2017 also saw a surprising increase in train-related
software bugs, 4 of which, oddly enough, took place
in Denver, Colorado. The biggest train bug of the year
took place in Singapore. A software safety mechanism
failed, causing two metro trains at Joo Koon station to
crash into each other. 38 people were injured, and the
scheduled maintenance to fix the bug will impair train
operations for over 6 months.

These types of bugs often occur as a result of routine
software updates, a fact which underscores the
necessity of end-to-end testing. This is particularly true
within highly-complex system landscapes like transpor-
tation logistics, when the lives of customers—not just
financials—are at stake.



THE ANATOMY OF
A SOFTWARE FAIL

BRITISH AIRWAYS, MAY 27, 2017

Power Surge
causes system failure

Back-up System
fails to engage

Booking system:

British Airways forced to
rebook 50,000 people on 30
other airlines; RyanAir sees
surge in last minute bookings

Arriving Airplanes:
Thousands of people
forced to wait for hours
on tarmac to disembark

Check in desks:

No computerized check-in possible
Airport staff has to use white-
boards to display flight information

- Over 1000 flights canceled
over 3 days

- Over 75,000 people affected

- British Airways has estimated

All "communications
hardware and
messaging systems” are
down at two airports

Baggage handling:

“Tens of thousands” of
passenger bags left sitting
in warehouses

compensation
bill of over $200 million

- British Airways share price
dropped by over $220 million

Mobile phone apps:

No mobile check-in possible
British Airways has to reimburse
premium phone charges



'

N %) Calling Your
e~ Own Baby
—— Ugly is Hard

x

.



Cost reduction through
effective QA

Based upon analysis of over 4500 projects:

There is too large a disconnect between defect
creation and defect discovery

Roughly 80% of defects are created in the analysis
and design phase but 70% of defects are found
between implementation and deployment

Fixing defects early in the lifecycle avoids a significant
amount of costly re-work, re-test, regression testing,
and re-deployment

Defects found in production can have a major, and
sometimes catastrophicimpact on business operation
— QA throughout the SDLC process reduces the risk of
revenue loss/brand damage

SDLC Phase

Production

User Acceptance Testing

System Testing

Integration Testing

Unit Testing

Requirements/Design

Defect Fix Cost by SDLC Phase
Factor Cost per defect

X250 $50,000

X75 $15,000

x30 $6,000

x8 $1,600

x4 $800

x1 $200

The “Shift Left”

STATIC DYNAMIC
80% DEFECTS CREATED ' TESTING  TESTING
-+ >

REQUIREMENTS (@)
TECH. ARCHITECTURE @)
HIGH LEVEL DESIGN )

LOW LEVEL DESIGN .

CODE CREATION /
CUSTOMIZATION

80% DEFECTS DISCOVERED

DEPLOYMENT
K\:C EPTANCE TESTING

, END TO END BUSINESS PROCESS TESTING
_. SYSTEM INTEGRATION TEST

@ SYSTEM TEST

. COMPONENT INTEGRATION TEST

‘ COMPONENT TEST

DEFECTS

DEFECTS

<,

TRADITIONAL MODEL

Reduces cost of quality
Accelerates time to
market

Increases change
throughput

Increases customer
satisfaction
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IMPLEMENTATION

THE
SOFTWARE
DEVELOPMENT 6
CYCLE " MAINTENANCE

N 4

WATERFALL
AGILE

DEVOPS

o AR tiiill

Software Development
Lifecycle (SDLC)

* An SDLC is framework that describes the
activities performed at each stage during a
software development project

* The exact lifecycle/process varies from one
model to another, and there are various
kinds of software development models




What is SQA

| .~ SQA encompasses the entire software
development process, which includes
- processes such as requirements definition,
| > software design, coding, source code
control, code reviews, software
configuration management, testing, release
management, and product integration

Software Quality Assurance (SQA) consists
. of the means of monitoring the software
engineering processes and methods used

to ensure quality




Quality.

Assurance Detection

Control

Quality methods
can be

segmented into
two categories:

The key difference to
remember is that Quality
Assuranceis interested in

the process whereas
Quality Control (testing) is
interested in the product

QCVs QA

> Process

1) Preventive

(QA) - y
proactive (shift
left)

L oo

2) Detective

(QC) - reactive ”

Product 2
r b
Reactive 2
- v,
Li )
"z
Function |
Find )
. Defects J}

4 fion
_ Function

Both are
needed,
one is not
enough

>
| Defects




Implementation

Maintenance
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TMMI

Test Maturity
Model Index

LEVEL 5: OPTIMIZATION

e Defect prevention
e Test process optimization
e (Quality Control

LEVEL 4: MANAGEMENT & MEASUREMENT

¢ Test measurement
¢ Software quality evaluation
¢ Advanced peer reviews

LEVEL 3: DEFINED

Test organization

Test training program

Test life cycle and integration
Non-functional testing

Peer reviews

LEVEL 2: MANAGED

¢ Test policy and strategy

¢ Test planning

* Test monitoring and control
* Test design and execution

* Test environment

LEVEL 1: INITIAL

Chaotic process
Dependent on heroes

No understanding of the cost of quality




Name

Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee

Level
Sr Mgr
Dir

Sr Mgr
Dir
Mgr
Dir

Sr Mgr
Dir

Sr Mgr
Sr Mgr
Sr Mgr
MD
MD

Sr Mgr
Dir
MD
Dir

Dir
MD
Dir
Analyst
MD
Dir

Sr Mgr
Dir

Sr Mgr
MD
Mgr
Dir

Sr Mgr

Principal Engineer

Mgr

Sr Mgr

Sr Mgr

Sr Analyst
Sr Mgr

Department

IT Application Development

Network Operations

IT Application Development

Technical Business Office

Information Technology

IT Application Development

App Development - Revenue Accounting
IT Application Development
Technology Business Office
Technology Business Office

IT Application Development

IT Strategy & Business Management
Tech Ops/Mnt Sys Technlgy

IT Application Development

IT Application Development

Customer Travel Experience

Revenue Accounting - Program Management
IT Application Development

Flight Ops & OCC Systems

IT Application Development & Governance
IT Governance

Service Management

IT Application Development

IT Application Development

IT Service Management Support

IT Engineering

IT Infrastructure Program Management
IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

IT Engineering (EQA)

Name

Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee
Interviewee

Department

Marketing & Sales

IT Security & Risk Management

Cyber Security Intelligence

IT Application Development

IT Application Development

Network Engineering

IT Engineering

IT Corporate Systems

eCommerce and Reliability

IT Cust Con Cnt & App Dev

Finance and Accounting Management
Digital Strategy and Ops
Infrastructure Ops and Engineering
Service Delivery & IT Facilities

Data Architecture & Engineering

IT Application Development

IT Service Management Service Delivery
CTO

Airport Operations & Management Systems
IT Cmplex Event Processing Division
Ops Tech

IT Application Development

IT Application Development

Problem Management Office (PMO)
IT Application Development

IT Business Services Development

IT Operations

IT Application Development

IT Application Development

IT Platform Engineering

Marketing Systems




In this example,
the overall testing
maturity level at
the client is
currently quite
low. Several
common themes
were discovered
as contributing
factorsto the
current state.

e 9°
ZanN

QA can take advantage
of several opportunities
to change current
perception. By choosing
specific, initial projects,
QA can demonstrate
value and stand as an
independentreliable
quality practice,
providing standardized
processes and specific
skills across all projects.

Skill sets defined across org

Right sized-staffing

Training needs identified

Project on-hoarding process

Clearly defined roles

Consistent approach to work inputs, effort
Leadership vision

Governance is centralized

AVERAGE

Strengths Weaknesses

disting test resources axhibit
skills in @ manual testing
ity
= [Bestin breed testing tools
already exist
= Widely held beli=f that testing is
ssary part of the * ncy of process
across the application portfolio
Lack of individual project
visibility at the program level
Lack of coordination across
project
Lack ernance for key
SDLC arsas

Dimensions

Well defined

Consistently applied

Training

Governed/Enforced
Adaptable

Collaborative not competitive

AVERAGE

Dimensions

Standardized

Effectively leveraged

Used to drive process
Customized/integrated for enterprise use
Centrally administered

Data synched/consistent

Test environments

AVERAGE

# 3.050: Good

) Overall rating

@ 0-19:Poor




l PEOP'E Right Sized Training Needs o _P: le::.
Staffing identified n-toarding
\ Process
Clearly Defined Consistent Leadership Centralized
Roles Approach Vision Gowvernance
Work inputs/Effort

Suggested Approach -
People Review

Understand the current QA
organizational structure, staffing
levels, staff skill sets, and overall
roles/responsibilities in a typical
project/program. Overall focus
would entail the following:

Current QA/IT organization and
staffing

Roles of the key players on a
typical project/program
Current skill sets of the QA staff

Interactions and handoffs
between QA and all
preceding/proceeding groups

Training needs




Focus Area — People
Dimension — Right sized Staffing

Top Findings

contractors. This number is too small to support an IT organization of this
Size.

« Contractors are brought in as needed to support projects, typically late in
the development process. This makes them little more than rented testers
asked to follow whatever process or activities used by that project.

Recommendations

* FTEs should be established as Test Leads on one or more simultaneous projects to
be involved from project initiation. These leads can then work with additional team
members as needed to transfer project knowledge and mentor/manage staff on
department processes and standards.

. * Currently only 2 FTEs reside in the “testing” organization along with a few
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P

'Process

Consistently . - Enforced
Applied Defined Training Governance

Well Defined

Suggested Approach -

Process Review

SDLC review, alongwith QA work input drivers
and schedules, review of current quality
definitions, measurements, metrics, and
current business analysis and non-functional
requirements processes.

Determining what to test/test objectives
Test methodology

Test planning
Development/Testing/Production phase
gates

Types of tests executed (unit, system,
parallel,integration, UAT, etc.)

Load and performance test
planning/design

Test Automation planning/design
Reporting & metrics

Requirements process and decomposition

* Review of existing processes,
practices, standards, structure, and
capabilities relatingto business
analysis, requirements elicitation,
and requirements management

Reviews of requirements deliverables
(BRDs, use case models, business
process diagrams, etc.)

Go/no go decision making




Focus Area — Process
Dimension — Well Defined

Top Findings

Some degree of process is defined by project teams at the BA or PM level.
The level of definition and degree of rigor depends solely on the person in
the role considered responsible for testing.

Recommendations

« A formal testing process is required. The process must be comprehensive, and include no
ambiguity as to how QA activities will be conducted (i.e. what inputs are needed, what deliverables

will be created, etc.).

* The process must be documented, circulated, and approved. All documents should provide
standardization for all phases of testing allowing customers to understand what services will be

provided by the QA team when engaged.
* When planning for testing activities, use ISO 25010 as a guideline for quality attributes.

. * No QA process exists in the QA dept. at this time.




Full spectrum testing
using ISO standards

= -
e =

STRATEGIC i Q
PLANNING

SO 25010 CAN BE USED TO 25010 CAN ALSO BE USED
ENSURE ALL QUALITY TO SUPPORT QUALITY
ATTRIBUTES ARE REQUIREMENTS

CONSIDERED SPECIFICATIONS




Review of technical tools and network
environments including development
process, infrastructure & test environments,
supporting technology, and applications that
would fall within the scope of a typical QA
engagement. Overall focus would entail the
following:

Test Management Tools

Test Automation Tools

Load & Performance Test Tools
Defect Tracking & Reporting Tools
Test Data

'Tools S Customized For  Test Data population and data

Standardized Process Enterprise Use management

* Test Data refreshing

Test Environments Requirements Management Tools

* Requirements management and
versioning

* Requirements traceability
Test Environments

* Primary/Secondary use of the

S u ggeSte d A p p roac h - environment and access/control

Back up plans/schedule
Data population for the

Tools/Tech Review

Technology base for the applications
most commonly tested




Focus Area — Tools
Dimension — Customized for Enterprise Use

Top Findings

. * Tools are configured very “vanilla”.
* Tools are not currently integrated and do not share data via synchronization.

Recommendations

 The QA team has demonstrated that fairly basic enhancements (custom fields,
added list values, etc.) to the tool set would streamline many basic testing activities.

* If tool evaluation and streamlining dictates that Tool 1 and Tool 2 must coexist, data
should be synchronized between systems. This will allow development and QA to
leverage tools designed to allow each group to utilize best practices. If only one tool
is kept, extensive customization may need to be performed to support all teams.




Tools and Tech Diagrams
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Tools and Tech Diagram

High Priority App view

* Web Apps, End
Mobile Apps, User
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List of high priority items for MS Office update
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Tools and Tech Diagrams

Document

how tools

enable the
overall
process

Tools and Tech Diagram

Application stack View

*  Visibility into
impact of changes
by level of control
by internal teams

Internal Apps
Hosting Type: Internal (136 total apps)
System type:
* Applications: 98
o Infrastructure: 30
¢ Not yet classified: 8
h
@ okta ) +ot
= +ableau
#% collibra “Ol'bUS

'w

thycotic
erwin HS 8 4

=

larwinds 7
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System Center
T CRESTRON.

139

Hosting Type: External (88 total apps)
System type:

* Applications: 72

o Infrastructure: 10

o Not yet classified: 6 e




Tools and Tech Diagrams

Document
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) ) how tools
information
: enable the
gathered in I
a logical overa
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Tools and Tech Diagram

DevOps View

* DevOps enabling
tools distributed
across the
enterprise but not
“tool chained”
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DOCUMENTS -

Document
the
information
gathered in
a logical
flow

Document
how tools
enable the
overall
process

Office 365

Tools and Tech Diagram

Updated Pages
Team
Home

Dashboards

Strategy

Test Approach

QA Wiki
QA Program
Assessment

feeds into a

QA Wiki
Backiog

test

Decision Log

QA Dashboards

test strategy
document and
roadmap

Glossary
JIRAPBI

Site Contents

Test Strategy and
Roadmap
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Completion of QA
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Test Strategy

Testing in an Agile project is also subject to a chan,

This means that testing must be able to change directi

involved in defining what the best way
From a testing strategy perspective, the

* Unit Testing — performed by the di
orientated design, then various component:
+ Acceptance Testing — in the Agile process spa
tests to verify that the story has been implemet
+ Non Functional testing - verifies that the sy

For all intent and purposes the Test Strategy should

the project in which you are working. The likely differe

Your thought processes should still consider the follo
+ Riskidentification, analysis and mitigation
+ Test Activities/Types/Techniqy i

st Independence

+ Entry/Exit/Completion Criteria (Acceptance Crit

+ Test Automation and Tools
« Test Documentation Strategy

« Test Organisation Structure (which testing performed

+ Tester Skills Required/Expected

« Regulatory/Company/Customer Standards
+ Incident Reporting Strategy

+ Test Environment/Data Strategy

Anew item tha
Business rules from the requiremes

The test strategy should be whatever your team needs, within the govemance of
met. It may be appropriate to have an Organisational Agile Test Strategy w

Shared Responsibility

Test Automation

Data Management

Test Management

nin Agile projects that may be added to the Strategy
lepending at what level you write your id

arwrl

Improvement Areas and Recommendations:

“Quick Hits”

Mobility (4], FAR (1), Other

(2) - Total (7)
Mon 7/3

Finish
Frig/a
»

Mobility (1), FAR (1), Other
(7) - Total (9)

Fri 7/23

i O O ONC

==y

2

st

ted

edium

Everyone is Responsible f

Al types of tests (unit, int
requirinng phyical intervel

Production data must be

Test ode, documents and data will be treated with the same importance as production code

Q12016 Q2 2016

Q3 2016

Q42016

Q12017 Q22017

Create standard job ded

QA role and level Q42015

Obtain internal trai

processes -

Develop resource onb

familiarize new testers

testing processes/tools

Develop documented, 4

Create engagement mo ! )

intake organization maturity level

Modify PO Raci char Sl SR M
o i Trmaline Documsnts

defined practice with a Sk beslioHete

responsibilities implemantion

Determine test managd
‘will be the source of tri
engagements

Introduce test automat]

testing

| J | ]

Create Standard job descriptions for each QA
role and level

Obzin internal training an Agile and SDLC
pracesses

Develop resource onboarding process to
familiarize new testers with the Client testing
processes/tools

Develop documented, standard, testing

pr for all test areas QA

for or can be engzged in

Create engagement model for all work intzke
Madify PMO RACI Chart to include 04 as 2
defined practice with associated respons
Determine which test

lities

High-levsl skills and training neads assessment
QA works with Leadership to define common
uision

Crazte common test artifact template [Tool1 &
Taol2) if both are retained

Craste/sacizlize comman metrics & testing ststus
report templzte

Camplets inventory of existing tools to estzblish
current user base in both QA 2nd App Dev

Launch comman QA test management tool
sacislization campaign (Tooll vs Tool2 for QA test)
if both are retained

Finslize Enterprise Test Strategy

‘which will be the source of truth.
Define/document proper usage of test
management tool sets for all testing artifacts
Begin Stand-up of Test Engineering practice to
grow Test Automation, Performance Testing and
Lnkils Tasri iri

of Froof of Concept Project to
validate and refine =il processes
Praject knowledge transfer and cross training af
Test Leads complated
Define additional rigor sround testing

|

Complete Test Enginaering Practice Rollout
Idernify Taol Set configurstion 2nd enhancement
needs

Falicies, Frocesses, Procedures, Templates and
‘tools rollout

Training rollout

Governance Model rallout

Complete Tool Set configuration =nd
enhancaments

Roll out streamlined Tool Set to Enterprise

QA work intzke model rallout

POC rollout

Full Oreanization Deployment Flan
Implementztion

Validate improvements to Governance Process
Retain quarterly metric of OA engagements to
validste increased coverage of testing services to

Frocess

and increase in of
engagements acrass Business Units



https://bmgf.sharepoint.com/sites/pwa/QA Managed Service Program/QA Wiki/Test Strategy.aspx

