CRYPTO ’98 Preliminary Program(Updated Jul 8, 1998 - SUBJECT TO CHANGE)Sponsored byThe International Association for Cryptologic ResearchAllsessions are in Campbell Hall, except as noted. Allbreakfasts and lunches arein De La Guerra Dining Commons. Entry to the dining hall forbreakfast is 7:00-8:00; lunch 12:30-1:30.Sunday, August 23, 1998---------------------------------------------------------------------------------------------2:00-8:00Registration, Anacapa Lounge5:30-6:30Pre-Registration Reception, Anacapa Front Patio6:30-10:00Reception, Anacapa LawnMonday, August 24, 1998--------------------------------------------------------------------------------------------7:00-8:00Breakfast, De La Guerra Commons8:00- 12:00Registration, outside Campbell Hall8:30-8:40WelcomeSession 1: Chosen Ciphertext SecurityChair: Dan Simon (Microsoft Research, USA)8:40-9:05Chosen Ciphertext Attacks Against Protocols Based on the RSAEncryption Standard PKCS #1Daniel Bleichenbacher (Bell Labs, USA)9:05-9:30A Practical Public Key Cryptosystem Provably Secure AgainstAdaptive Chosen Ciphertext Attack

Ronald Cramer (ETH Zurich, Switzerland), Victor Shoup (IBMZurich Research Laboratory, Switzerland)9:30-9:55Relations Among Notions of Security for Public-Key EncryptionSchemesMihir Bellare, Anand Desai (University of California at San Diego,USA), David Pointcheval (Ecole Normale Superieure, France),Phillip Rogaway (University of California at Davis, USA)9:55-10:20BreakSession 2:Invited LectureChair: Moti Yung (CertCo, USA)10:20-11:20Cryptography and the InternetSteve Bellovin (AT&T Labs - Research, USA)Session 3:Cryptanalysis of Hash Functions and Block CiphersChair: Lars Knudsen (University of Bergen, Norway)11:20-11:45Differential Collisions in SHA-0 Florent Chabaud, Antoine Joux (Centre d’Electronique de l’Armement,France)11:45-12:10From Differential Cryptanalysis to Ciphertext-Only AttacksAlex Biryukov, Eyal Kushilevitz (Technion, Israel)12:10-2:00Lunch, De La Guerra CommonsSession 4:Distributed CryptographyChair: Yair Frankel (CertCo, USA)2:15-2:40A Simplified Approach to Threshold and Proactive RSATal Rabin (IBM T.J. Watson Research Center, USA)2:40-3:05New Efficient and Secure Protocols for Verifiable SignatureSharing and Other ApplicationsDario Catalano (Universit� di Catania, Italy), Rosario Gennaro (IBMT.J. Watson Research Center, USA)

3:05-3:30Trading Correctness for Privacy in Unconditional Multi-PartyComputationMatthias Fitzi, Martin Hirt, Ueli Maurer (ETH Zurich, Switzerland)3:30-3:55BreakSession 5:Identification and CertificationChair: Kazue Sako (NEC, Japan)3:55-4:20Fast Digital Identity RevocationWilliam Aiello (Bellcore, USA), Sachin Lodha (Rutgers University,USA), Rafail Ostrovsky (Bellcore, USA)4:20-4:45Self-Delegation with Controlled Propagation -- or -- What If YouLose Your LaptopOded Goldreich (Weizmann Institute of Science, Israel), BirgitPfitzmann (Universit�t des Saarlandes, Germany), Ronald L. Rivest(MIT Laboratory for Computer Science, USA)4:45-5:10Identity EscrowJoe Kilian (NEC Research Institute, USA), Erez Petrank (IBM HaifaResearch Lab, Israel) 7:00-10:00Reception, De La Guerra LawnTuesday, August 25, 1998---------------------------------------------------------------------------------------------7:00-8:00Breakfast, De La Guerra CommonsSession 6:Block Cipher Design and AnalysisChair: Matt Robshaw (RSA Laboratories, USA)8:30-8:55Generalized Birthday Attacks on Unbalanced Feistel NetworksCharanjit S. Jutla (IBM T.J. Watson Research Center, USA)8:55-9:20Quadratic Relation of S-box and Its Application to theLinear Attack of Full Round DESTakeshi Shimoyama (TAO, Japan), Toshinobu Kaneko (ScienceUniversity of Tokyo, Japan)

9:20-9:45Cryptanalysis of Block Ciphers with Probabilistic Non-LinearRelations of Low DegreeThomas Jakobsen (Technical University of Denmark, Denmark)Session 7:AES Special ReportChair: Rainer Rueppel (R3 Security Engineering AG, Switzerland)9:45-10:10Special Report on the AES ConferenceMiles Smid (NIST, USA)10:10-10:35BreakSession 8:Algebraic CryptanalysisChair: Ueli Maurer (ETH Zurich, Switzerland)10:35-11:05Cryptanalysis of the Ajtai-Dwork CryptosystemPhong Nguyen, Jacques Stern (Ecole Normale Superieure, France)11:05-11:35Cryptanalysis of the Chor-Rivest CryptosystemSerge Vaudenay (Ecole Normale Superieure, France)11:35-12:05Cryptanalysis of the Oil & Vinegar Signature SchemeAviad Kipnis (NDS Technologies, Israel), Adi Shamir (WeizmannInstitute of Science, Israel)12:05-2:00Lunch, De La Guerra CommonsFree AfternoonRump SessionChair: Stuart Haber (Surety Technologies, USA)6:00-10:30Informal presentations to be announcedCorwin Pavilion in the University CenterWednesday, August 26, 1998---------------------------------------------------------------------------------------------

7:00-8:00 Breakfast, De La Guerra CommonsSession 9:Relations Among Cryptographic PrimitivesChair: Rafail Ostrovsky (Bellcore, USA)8:30-8:55From Unpredictability to Indistinguishability: A SimpleConstruction of Pseudo-Random Functions from MACsMoni Naor, Omer Reingold (Weizmann Institute of Science, Israel)8:55-9:20Many-to-one Trapdoor Functions and their Relation to Public-keyCryptosystemsMihir Bellare (University of California at San Diego, USA), Shai Halevi(IBM T.J. Watson Research Center, USA), Amit Sahai, Salil Vadhan(MIT Laboratory for Computer Science , USA)Session 10:IACR Distinguished LectureChair: Andrew Odlyzko (AT&T Labs - Research, USA)9:20-10:20AuthenticationMichael Rabin (Harvard University, USA, and Hebrew University,Israel)10:20-10:45BreakSession 11:Algebraic SchemesChair: Alfred Menezes (University of Waterloo, Canada)10:45-11:10 An Efficient Discrete Log Pseudo Random GeneratorSarvar Patel, Ganapathy S. Sundaram (Lucent Technologies, USA)11:10-11:35 Fast RSA-type Cryptosystem modulo pkqTsuyoshi Takagi (NTT Software Laboratories, Japan)11:35-12:00 An Elliptic Curve Implementation of the Finite Field DigitalSignature AlgorithmNeal Koblitz (University of Washington, USA)12:00-2:00 Lunch, De La Guerra CommonsSession 12:Quantum Cryptography

Chair: Dan Boneh (Stanford University, USA)2:15-2:40 Quantum Bit Commitment From a Physical AssumptionLouis Salvail (University of Aarhus, Denmark)Session 13:Signatures, Random Functions and Ideal CiphersChair: Phillip Rogaway (University of California at Davis, USA)2:40-3:05 On Concrete Security Treatment of Signatures Derived fromIdentificationKazuo Ohta, Tatsuaki Okamoto (NTT Laboratories, Japan)3:05-3:30 Building PRFs from PRPsChris Hall (Counterpane Systems, USA), David Wagner (Universityof California at Berkeley, USA), John Kelsey, Bruce Schneier(Counterpane Systems, USA)3:30-3:55Security Amplification by Composition: The Case of Doubly-Iterated,Ideal CiphersWilliam Aiello (Bellcore, USA), Mihir Bellare, Giovanni Di Crescenzo(University of California at San Diego, USA), RamarathnamVenkatesan (Microsoft Research, USA)4:00-5:00 IACR Business Meeting6:00-9:00 Beach Barbecue, Goleta Beach8:00-10:30 Crypto Cafe, Anacapa LoungeThursday, August 27, 1998---------------------------------------------------------------------------------------------7:00-8:00 Breakfast, De La Guerra CommonsSession 14:Zero KnowledgeChair: Tal Rabin (IBM T.J. Watson Research Center, USA)8:40-9:05 On the Existence of 3-Round Zero-Knowledge ProtocolsSatoshi Hada, Toshiaki Tanaka (KDD R&D Laboratories, Japan)

9:05-9:30 Zero-Knowledge Proofs for Finite Field Arithmetic, or: CanZero-Knowledge be for Free?Ronald Cramer (ETH Zurich, Switzerland), Ivan Damgaard (AarhusUniversity, Denmark)9:30-9:55 Concurrent Zero-Knowledge: Reducing the Need for TimingConstraintsCynthia Dwork (IBM Almaden Research Center, USA), Amit Sahai(MIT Laboratory for Computer Science, USA)9:55-10:20 BreakSession 15:ImplementationChair: Jean-Jacques Quisquater (Universit� de Louvain, Belgium)10:20-10:45 The Solution of McCurley’s Discrete Log ChallengeDamian Weber (Institut fur Techno- und Wirtschaftsmathematik,Germany), Thomas F. Denny (debis IT Security Services, Germany)10:45-11:10 Optimal Extension Fields for Fast Arithmetic in Public-KeyAlgorithmsDaniel Bailey, Christof Paar (Worcester Polytechnic Institute, USA)Session 16:Rights ProtectionChair: Matt Franklin (AT&T Labs - Research, USA)11:10-11:35 Time-Stamping with Binary Linking Schemes Ahto Buldas, Peeter Laud, Helger Lipmaa, Jan Villemson(K�berneetika AS, Estonia)11:35-12:00 Threshold Traitor Tracing Moni Naor, Benny Pinkas (Weizmann Institute of Science, Israel)12:00-2:00 Lunch, De La Guerra CommonsAdjourn