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and enhan
e national se
urity. The pre
ondition of useful data analysis is the 
olle
tionof large amounts of data, whi
h has been made possible by the re
ent availability ofrelatively inexpensive means of ele
troni
 data 
olle
tions. On the other hand, we alsofa
e the 
hallenge of 
ontrolling the level of knowledge dis
losure and se
uring 
ertain
on�dential patterns within the data, without (noti
eably) a�e
ting the utilities of thedata for intended purposes of data analysis. The diÆ
ulty of data se
urity in
reases
onsiderably if we aim to a
hieve the goal of maintaining 
on�dential data priva
y anddata utilities at the same time, in priva
y-preserving database publishing and data mining.Data priva
y and se
urity 
an be 
ompromised from many di�erent ways, both insideand outside the data 
olle
tion organizations. Even within the data 
olle
tion organiza-tions, di�erent people are assigned di�erent levels of trustworthiness, usually through theprivileges of the 
omputer a

ounts they use. To prote
t data priva
y and se
urity frombeing 
ompromised intendedly or unintendedly, it is preferable that data is prepro
essedappropriately before it is distributed for analysis or made to the publi
. One of the mostuseful data prepro
essing te
hniques is data perturbation, whi
h attempts to hide the truevalues of the original data in an e�ort to preserve data priva
y.In this paper, we theoreti
ally analyze data priva
y in a referen
e ba
kground sit-uation and develop strategies to extra
t original information from the perturbed data.A referen
e re
ord is a pie
e (or pie
es) of original data re
ord(s) exa
tly known by anatta
ker. Su
h additional information 
an be used by the atta
ker to 
ompromise otherre
ords in the original data, with the availability of the publi
 perturbed data.Let us start with a �
titious situation. An organization 
olle
ts many re
ords fromthousands of hundreds of persons in
luding Bob, and 
ompiles su
h re
ords into a well-de�ned dataset as the original matrix A and distorts the original dataset to a perturbeddataset as a matrix ~A and �nally publishes this perturbed dataset ~A to the publi
. As forBob, he knows the exa
t original values of his re
ord in A and the 
orresponding perturbedvalues of his re
ord in the perturbed dataset ~A. We 
onsider the theoreti
al possibilitythat Bob may use his original data values and the perturbed dataset to brea
h the priva
yof other re
ords in the original dataset.The remaining parts of this paper are arranged as follows. A brief a

ount of therelated works and some popular data perturbation te
hniques is presented in Se
tion2. Our theoreti
al analysis based on a general data perturbation model is 
ontained inSe
tion 3 and experimental results are dis
ussed in Se
tion 4, respe
tively. Finally a brief
on
lusion is given in Se
tion 5.
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2 Related WorksIn priva
y preserving data mining and database se
urity, many resear
hers attempt todevelop te
hniques to maintain data utilities without dis
losing the original data andto produ
e data analysis results that are as 
lose to those based on the original dataas possible. Among those te
hniques, there are two main 
ategories. Methods in the�rst 
ategory modify data mining algorithms so that they allow data mining operationson distributed datasets without knowing the exa
t values of the data or without dire
tlya

essing the original datasets. In this paper, we will not deal with priva
y-preserving datamining methods in this 
ategory. Interested readers may 
onsult [8℄ for more information.Methods in the other 
ategory perturb the values of the datasets to prote
t priva
y of thedata attributes. These methods pay more attention to perturbing the whole dataset or the
on�dential parts of the dataset using distributions of 
ertain noises [6, 7, 9, 13, 14, 17℄.Many te
hniques in the se
ond 
ategory are easy to implement and pra
ti
ally useful.For instan
e, Tendi
k [19℄ perturbed ea
h attribute in the dataset independently of theother attributes by the addition of a multivariate normal distribution e with the mean 0in the form of ~A = A+ e:Bapna et al. [3℄ and Xu et al. [20℄ used wavelet and Fourier transformations tode
ompose the original matrix A and then used the transformed matrix as a perturbedmatrix ~A, respe
tively. In essen
e, in both Fourier and wavelet de
ompositions, the originaldata matrix is multiplied by an orthonormal matrix to generate the perturbed matrix.Chen et al. [6, 7℄ used a 
ompli
ated rotation te
hnique to perturb the originaldataset as: ~A = RA+	+�, where R is an orthogonal matrix, 	 is a random translationmatrix, and � is a Gaussian noise matrix N(0,�2). Ea
h ve
tor of the matrix N(0,�2) 
anbe de�ned by two parameters, the mean 0 and the varian
e (standard deviation squared)�2. In re
ent years, however, it is noti
ed that the perturbed or distorted datasets from
ertain data perturbation te
hniques may not be safe if an atta
ker has some ba
kgroundinformation about the original datasets [11, 12, 14, 16, 18℄. Furthermore, Kargupta etal. [15℄ showed that it is highly possible to di�erentiate the original true values fromthe additive randomization noise perturbed datasets. Guo and Wu [12, 11℄ 
al
ulated auseful upper bound and lower bound about the di�eren
e between the original dataset andthe estimated dataset whi
h is 
omputed from the perturbed dataset by spe
tral �lteringte
hniques.Their works have mentioned the use of ba
kground information probably possessed bythe atta
ker, but they just obtained their analyti
al results ex
lusively from the perturbedpubli
 dataset. In fa
t, it is very unlikely that an atta
ker has no idea about the perturbeddataset other than the publi
 version. The 
ommon sense, statisti
al measure, referen
e,and even a small amount of leakage may dramati
ally help the atta
ker weaken the priva
y3



of the dataset. In the next se
tion, we will fo
us our attention on priva
y of the perturbeddataset with the ba
kground of the referen
e re
ords.3 Referen
e Information AnalysisWe begin by giving some useful mathemati
al preparations and then generalize our nota-tions in this paper.3.1 Singular Value De
ompositionFirst, we introdu
e a very useful tool in our analysis, Singular Value De
omposition (SVD),whi
h is a popular matrix fa
torization method in matrix 
omputation and is widely usedin data mining and information retrieval. It has been used to redu
e the dimensionalityof databases in pra
ti
e and remove the noise in noisy databases [4℄. The use of SVDte
hniques in data perturbations for priva
y-preserving data mining is proposed in [21, 22℄.The SVD of the original n �m data matrix A is written asA = USV T : (1)Here U is an n�n orthonormal matrix, S = diag[�1; :::; �s℄ (s = min(n;m), without the lossof generality, we assume n � m) is an n*m diagonal matrix whose nonnegative diagonalentries are in a non-in
reasing order. We 
all the diagonal entries �1, ..., �s the singularvalues. And V T is also an orthonormal matrix with dimension m � m. The number ofnonzero diagonal entries of S is equal to the rank of the matrix A.De�ne Ak = UkSkV Tk ; for a positive integer k � min(n;m);where Uk only 
ontains the �rst k 
olumns of U , Sk 
ontains the �rst k nonzero singularvalues, and V Tk 
ontains the �rst k rows of V T . Obviously, the rank of the matrix Ak isk, and Ak is often 
alled the trun
ated SVD. Ak has a well-known property that it is thebest k-dimensional (rank-k) approximation of A in terms of the Frobenius norm.In information retrieval, Ek = A - Ak 
an be 
onsidered as the noise of the originaldata matrix. In priva
y-preserving data mining, Ak 
an be used as a perturbed versionof A [21, 22℄. So, Ak represents a good approximation whi
h keeps similar patterns of A,while provides prote
tion for data priva
y [21, 22℄.3.2 Preliminaries and NotationsTo generalize the perturbation te
hniques to in
lude those dis
ussed previously as well asmany other methods whi
h 
an be obtained from a general model to perform the pertur-bation pro
ess on the original datasets, we de�ne a theoreti
al general data perturbation4



model as the follows: ~A = RA+E; (2)where R is an orthogonal matrix and E is a Gaussian noise matrix with the mean 0 andan arbitrary varian
e.For simpli
ity, in the following dis
ussion, we use Matlab notations to representmatrix 
olumns, rows, and entries, respe
tively.A the original matrix~A the perturbed matrixAi;j the entry (i,j) of AAi;: the i-th row of A, simpli�ed as AiA:;j the j-th 
olumn of AAi1:i2;j1:j2 the submatrix of A from the i1-th row to the i2-th rowand from the j1-th 
olumn to the j2-th 
olumnai Ai � Vk~Aik the i-th row of ~Ak as in Theorem 5In the following 
ontents, k � k is referred to as the 2-norm (Eu
lidean norm) unlessotherwise expli
itly stated.3.3 Stability of Perturbation AngleThe major work of this paper shows that the atta
ker has a high possibility to �gure outthe other perturbed matrix re
ords based on one referen
e re
ord whi
h is an originalmatrix re
ord exa
tly known by this atta
ker. From the mathemati
al viewpoint, theperturbation model in Equation (2) preserves not only the angles between the entire rowsor 
olumns of the original dataset and those of the perturbed dataset, but also the anglesbetween the sub-rows or sub-
olumns before and after the perturbation.Lemma 1. [10℄ If H is an orthogonal matrix of appropriate dimension, then for anymatrix A, kAHk = kHAk = kAk:The following lemma is easy to prove.Lemma 2. If the singular value de
omposition of the matrix A isA = USV T ;then the following equations hold: 5



1. AV=US,2. kAik=kU iSk,3. kAiVkk=kU iSkk, here Sk is an n �m diagonal matrix whi
h only 
ontains the �rstk singular values of S.Theorem 3. Let A and eA = A+E be n �m real matri
es, andA = USV T ; eA = eU eS eV Tare the SVDs of A and eA, respe
tively.Ak = UkSkV Tk ; eAk = eUk eSk eV Tkare the rank-k best approximations to A and ~A, respe
tively.Assume that kEk � (~�k � �k+1) and kEk � �k, �k and ~�k are the k-th singular values ofA and ~A, respe
tively. We de�neai = AiVk; ~ai = ~Ai ~Vk; and ei = Ei ~Vk:Then kaik � kAik and keik � kaik:Proof. kaik = kAi � Vkk= kU i � Skk (Lemma 2.3)� kU i � Sk (Be
ause �k+1 is small relative to Pki=1 �i)= kAik: (Lemma 2.2)We de�ne SVD of E as E = UESEV TE , and SE = diag(�1E ; �2E ; :::; �mE ). Sin
e kEk = �1E ��k, (�k is the k-th singular value of A), we havekEik2 = kU iESEk2 (Lemma 2.2)= mXj=1(U ijE )2 � (�jE)2� mXj=1(U ijE )2 � (�1E)2= (�1E)2; (* U iE is an unitary ve
tor)� (�k)2; (* kEk = �1E � �k)= mXj=1(U ij)2 � (�k)26



� mXj=1(U ij)2 � (�j)2; (* �k � �1, ..., �k�1)= kU iSV T k2= kAik2: (3)Then from Inequality (3), it is easy to obtain keik � kaik.Corollary 4. Let A and eA = A+E be n�m real matri
es. Assume that kEk � (~�k��k+1)and kEk � �k. We de�neai;j1:j2 = Ai;j1:j2V j1:j2;:k ; ~ai;j1:j2 = ~Ai;j1:j2 ~V j1:j2;:k ; and ei;j1:j2 = Ei;j1:j2 ~V j1:j2;:k :Then kai;j1:j2k � kAi;j1:j2k and kei;j1:j2k � kai;j1:j2k:Corollary 4 is a sub-row version of Theorem 3. The mathemati
al proof is verysimilar to the proof of Theorem 3. For example, we just need to repla
e ai, ~ai, and ei withai;j, ~ai;j and ei;j (j is in j1:j2), respe
tively.Theorem 5. [2℄ Let A and eA = A + E be n � m real matri
es and R is an orthogonalmatrix. Assume that kEk � (~�k � �k+1) and kEk � �k. ai, ~ai and ei are de�ned as inTheorem 3. Thenkai �R~aik � kaik and kAik � ~Aikk � kAikk:Theorem 5 is a simpli�ed version of Theorem 2 in [2℄ whi
h needs to verify the
onditions kaik � kAik and keik � kaik. If the 
onditions are met, Theorem 2 in [2℄ istrue. However, in pra
ti
e, Ai and Ei are unknown, it is not pra
ti
al for this veri�
ation.We simplify these 
onditions to verify if kEk � �k and kEk � (~�k � �k+1) instead ofkaik � kAik and keik � kaik. If kEk � �k and kEk � (~�k � �k+1), Theorem 2 in [2℄ aswell as the simpli�ed version, Theorem 5, are always true. Later, we will dis
uss how toverify kEk � �k and kEk � (~�k � �k+1) in pra
ti
e. The proof details of Theorem 5 
anbe found in [2℄.Theorem 5 establishes a link between the original data Aik and the perturbed data~Aik and bounds the di�eren
e between them.Based on Theorem 5, the following 
orollary is straightforward.Corollary 6. Let A and eA = A+E be n�m real matri
es. Assume that kEk � (~�k��k+1)and kEk � �k. ai;j1:j2, ~ai;j1:j2, and ei;j1:j2 are de�ned as in Corollary 4. Thenkai;j1:j2 �R~ai;j1:j2k � kai;j1:j2k and kAi;j1:j2k � ~Ai;j1:j2k k � kAi;j1:j2k k:7



Based on Theorem 5 and Corollary 6, we 
an establish a 
onne
tion between anoriginal data pair and a perturbed data pair, as in the next 
orollary.Corollary 7. If ap, aq, ap;j1:j2, and aq;j1:j2 satisfy the 
onditions in Theorem 3 and Corol-lary 4, then1. [2℄ k\(Apk; Aqk)� \( ~Apk; ~Aqk)k � �,2. k\(Ap;j1:j2k ; Aq;j1:j2k )� \( ~Ap;j1:j2k ; ~Aq;j1:j2k )k � �.Here, � is a small positive number, and \(Apk; Aqk) denotes the angle between Apk and Aqk.Remark 8.1. Due to the dis
losure of the perturbed dataset, all ~A related information, su
h as ~Apk,~Aqk, ~Ap;j1:j2k and ~Aq;j1:j2k in Corollary 7, are known. In a referen
e information 
ase, one ormore original re
ords are assumed to be known as the referen
e information. We assumethat the atta
ker, Bob, knows the exa
t original value of Ap. Therefore, in Corollary 7,Apk, Ap;j1:j2k , ~Apk, ~Aqk, ~Ap;j1:j2k , and ~Aq;j1:j2k are all known. Only Aqk and Aq;j1:j2k are unknownwhi
h are the atta
ker's brea
h target.2. When the perturbed dataset satis�es the 
onditions kEk � (~�k��k+1) and kEk � �k, itis highly possible for Bob to work out the unknown original re
ord Aqk through Corollary 7,if Aqk is either entire row highly similar or sub-row highly similar to the Apk re
ord.3. In pra
ti
e, the atta
ker, Bob, only needs to 
al
ulate the angle between ~Apk and any~Aqk or the sub rows. If the angle is very 
lose to �=2 (the 
osine value is very 
lose to 1),then the 
orresponding entire rows or sub-rows of the original re
ords Ap and Aq are verysimilar. In su
h a 
ase, the atta
ker 
an see that Aq is entire row or sub-row 
lose to Ap,and 
an dire
tly �gure out Aq based on the known Ap.So, pra
ti
ally, if we 
an �gure out kEk, ~�k, and �k, we may establish the 
onne
tionbetween the original data pairs and the perturbed data pairs in Corollary 7. The onlyremaining problem is how to verify whether the perturbed dataset satis�es the 
onditionskEk � (~�k � �k+1) and kEk � �k. If the veri�
ation is positive, the pra
ti
al strategyin Remark 8 
an be used to brea
h the data priva
y in a referen
e 
ase. We 
an use thefollowing Proposition 9 and Theorem 10 to approximate kEk, ~�k and �k.Proposition 9. [10℄ For any matrix A, if R is an orthogonal matrix, then ~A = RA doesnot 
hange the angle between any rows or any 
olumns of A.The proof is very simple and 
an be found in any book on matrix algorithm. Fromthis proposition, we know that the multipli
ation of the original matrix and an orthogonalmatrix does not 
hange the angle distribution of the original matrix.8



Theorem 10. [14℄ Let A and eA = A+E be n �m real matri
es. If n=m!1, A and Eare un
orrelated, and the norm of the matrix E is small relative to the norm of A, then~S � S + SE:Here S and SE are de�ned in Theorem 3 and in the 
orresponding proof.In [5℄, it is stated that the norm of a random matrix whose entries are independentrandom variables with the mean zero is almost 
lose to pm+ n. Therefore, we 
an usepm+ n as an approximation to the norm of E if E is a Gaussian noise matrix with themean 0. If the approximated norm of E, i.e., pm+ n, is small relative to ~�k+1 of theperturbed matrix for a 
ertain k, (all ~�i; 1 � i � k, are known), we 
an 
onsider that ~�1,..., ~�k+1 are very 
lose to �1, ..., �k+1, per Theorem 10. Therefore, we 
an use ~�k, ~�k+1and pn+m to approximately verify the satisfa
tion of 
onditions kEk � (~�k��k+1) andkEk � �k.4 Experimental ResultsIn the experiment se
tion, we 
hoose two real databases obtained from the University ofCalifornia, Irvine (UCI), Ma
hine Learning Repository [1℄.The �rst one is Bupa Liver-disorders Resear
h Database donated by Ri
hard S.Forsyth. It has 5 numeri
al-valued attributes in 345 instan
es (male patients) whi
hare all blood test results and are thought to be sensitive to liver disorders that might arisefrom ex
essive al
ohol 
onsumption. In addition to the �rst 5 numeri
al values, there are2 attributes: drinks and sele
tors. The former represents the number of half-pint equiva-lents of al
oholi
 beverages drunk per day, while the latter denotes the �eld used to splitdata into two sets. So in our experiment, the Bupa dataset is a 345*7 numeri
al matrixwhose �rst 5 
olumns are numeri
al values and the last 2 
olumns are 
ategori
al numbers(drinks and sele
tors).The se
ond dataset is Wine Re
ognition Database Donated by Stefan Aeberhardwhose purpose is to use 
hemi
al analysis to determine the origin of wines. The dimensionof this matrix is 178*14, representing 13 
onstituents found in ea
h of the three types ofwines and a wine 
ategory.The purpose of our experiments is to use only the publi
 perturbed dataset to 
he
kthe satisfa
tion of the 
onditions kEk � (~�k � �k+1) and kEk � �k, then further exam-ine the preservation property of the angles between re
ords before and after the generalperturbation model in Equation (2).The following results of our experiments are averaged values of �ve repeated experi-ments, obtained from a Dell desktop workstation with a P4-2.8GHz CPU, 40G harddisk,and 256MB memory in Matlab 6.5.0.180913a with a Linux operating system.9



4.1 Approximation of kEk, �k and ~�kA

ording to Lemma 1 and Theorem 10, the 
hara
teristi
s of singular value (eigenvalue)distribution of the data perturbation model in Equation (2) are as follows:1. An orthogonal matrix R will not 
hange the original singular values (eigenvalues).2. A Gaussian noise matrix E will perturb the original singular values (eigenvalues) atmost pm+ n whi
h is an approximation of kEk.3. The singular values (eigenvalues) of the perturbed matrix are approximately equalto the sum of the singular values (eigenvalues) of the original matrix and those ofthe Gaussian noise matrix.Figure 1: Distribution of singular values of the Bupa dataset before and after the pertur-bation.
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In the experiments about the singular value distribution before and after the pertur-bation, we use the general perturbation model in Equation (2) to show the 
orre
tness ofour mathemati
al analysis. Theoreti
ally, the matrix R 
an be any orthogonal matrix withthe appropriate dimension to multiply with A. In our experiments, we use the U matrix ofthe SVD of A in Equation (1) to be R and a random matrix from the standard Gaussiannoise matrix N(0; 1) (�2=1) as E. Our experimental results are shown in Figure 1 for theBupa dataset and in Figure 2 for the Wine dataset.Sin
e there 
an be many di�erent 
hoi
es for R and E, the results in Figures 1 and 2are not unique. However, we believe that the basi
 trend of the singular value distributionsusing other 
hoi
es of the R and E matri
es should be similar to those shown in the two�gures. 10



Figure 2: Distribution of singular values of the Wine dataset before and after the pertur-bation.
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Based on the above two �gures, it is 
lear that the singular values (eigenvalues) ofthe perturbed datasets are very 
lose to those of the original datasets. In Figure 1, the�rst 6 perturbed singular values are almost the same as those of the original ones, (thetwo lines are overlapped at the beginning, and they form a fork starting at the 6-th point).In Figure 2, the �rst 4 perturbed singular values are almost identi
al to the original ones,(they are overlapped from the �rst point to the 4-th point). The di�eren
e between thelast perturbed singular value and the 
orresponding original one is still very small, (pleasenote that the y-axes of these �gures are in a logarithmi
 s
ale). Therefore, we 
an use theperturbed singular values ~�i to approximate the �rst few original singular values (~�i � �i).From the two �gure legends, we 
an see that there is no big di�eren
e between kEkand pm+ n, given the 
omparatively large singular values. For example, for the Bupadataset, kEk = 20:3476 and pm+ n = 18:7083, their di�eren
e is mu
h smaller than thesingular values, �1 = 2385:5 and ��1 = 2388:2, (�4 = 263:6 and ��4 = 264:6). Hen
e, we
an use pm+ n to approximate the norm of the Gaussian noise matrix (pm+ n � kEk),and then use the following formula to determine the exa
t value of k.k = minf i j kEk � �i and kEk � ~�i � �i+1g� minf i j pm+ n � ~�i and pm+ n � ~�i � ~�i+1g:4.2 Angle PreservationAfter determining the value of k, we 
an 
al
ulate the angle between any perturbed datapair ( ~Apk, ~Aqk), \( ~Apk; ~Aqk), or the sub-row 
ounterpart, and know that \( ~Apk; ~Aqk) is very11



similar to \(Apk; Aqk) by Corollary 7.In pra
ti
e, we should 
hoose a small positive value for �. In the following experi-ments, we 
hoose three di�erent values of �, �90 , �180 and �360 , and list our results in Table 1.For any given pair (p,q), we 
all this pair a

urately 
omputable if j\( ~Apk, ~Aqk) �\(Apk; Aqk)j � �.Table 1: Per
entage of angle preservation between Ak and ~Ak.Bupa (k = 6) Wine (k = 4)� A

ura
y � A

ura
y�90 91.86% �90 90.70%�180 91.27% �180 87.64%�360 90.96% �360 85.74%In Table 1, the per
entage numbers in the a

ura
y 
olumns denote the ratio of thea

urately 
omputable pairs to all pairs. It 
an be seen that the a

ura
y ratio is still verylarge even when the angle di�eren
e, �, is very small (e.g., the a

ura
y ratio is around91% in Bupa and around 87% in Wine, when � = �=180). In other words, the anglebetween the perturbed data pairs and the 
orresponding original data pairs are a

uratelypreserved. In pra
ti
e, we know all ~Aik; (i = 1; :::; n), and a given referen
e original dataApk. If \( ~Apk; ~Aqk) is 
lose to �=2, it is highly possible that \(Apk; Aqk) is �=2. Then Aqk isprobably the same as Apk, whi
h is known. So Aqk is leaked, and the priva
y of the datasetis 
ompromised.Therefore, a

ording to our experimental results, we 
an draw the following 
on
lu-sions:1. The magnitude of pm+ n is a very useful quantity to approximate the norm of aGaussian noise matrix with the mean 0 when the ratio of the number of rows to thatof 
olumns is large enough.2. The distribution of singular values of the perturbed dataset is highly similar to thoseof the original matrix when the Gaussian noise matrix is not related to the originaldataset, n=m ! 1, and pm+ n is small relatively to the norm of the perturbeddataset.3. It is very easy and pra
ti
al to determine the value of k simply by the 
ombinationof pm+ n and the distribution of singular values of the perturbed dataset.4. The angle preservation of the general perturbation model is very good for many ofthe data re
ords. This is not a desirable property for databases in priva
y-preservingdata publishing and data mining if some original re
ords are leaked in a referen
e12



information 
ase. In other words, developers and resear
hers should pay more atten-tion to take this property and situation into 
onsideration in the future developmentof database publishing systems and priva
y-preserving data mining algorithms.5 Con
lusion and Future Resear
hIn 
onsideration of the priva
y issue in database publishing and data mining, resear
hersand users are 
on
erned with the possibility that the potential atta
ker has ba
kgroundinformation to brea
h the priva
y. We studied a referen
e ba
kground situation in whi
hthe atta
ker knows at least one exa
t re
ord in the original dataset.Data owners hope that dataset priva
y 
an be perfe
tly kept even in the above sit-uation. Our theoreti
al analysis and experimental results, however, show that the anglebetween di�erent re
ords in the dataset is a

urately preserved before and after the pertur-bation in the general data perturbation model. Moreover, the angle is not only preservedin the original spa
e, but also in the sub-row or sub-
olumn spa
es. Obviously, this is ex-tremely undesirable for the priva
y prote
tion of databases. For example, if the atta
kerdis
overs that one perturbed re
ord (or some attributes of this re
ord) and the perturbedreferen
e re
ord (or some 
orresponding attributes of this referen
e re
ord) are similar,through our theoreti
al analysis, it is highly possible that the atta
ker will �gure out thatthe two re
ords (or some attributes of them) in the original dataset are similar or evenidenti
al.Further resear
h work 
an extend our analysis to establish spe
i�
 and 
on
reteformulas to approximate a useful range of the value of � whi
h is diÆ
ult to de
ide inpra
ti
e. Di�erent datasets may tolerate di�erent range of the � values in terms of themeaning and magnitude of the parti
ular data re
ords. More importantly, we hope todevelop a priva
y-preserving database publishing and data mining method to break theproperty of angle preservation while keeping a good balan
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