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Abstract

The issue of data privacy is considered a significant hindrance to the development
and industrial applications of database publishing and data mining algorithms. Among
many privacy-preserving methodologies, data perturbation is a popular technique for
achieving the balance between data utilities and information privacy and security. It
is known that the attacker’s background or reference information about the original
data can play a significant role in breaching data privacy. In this paper, we study
the situation in which data privacy may be compromised with the leakage of a few
original data records. In detail, we consider one situation in which the data owner
publishes a perturbed database and the attacker knows exactly one or a few records of
the original data. We find out that the remaining original data may be breached by a
combination of the attacker’s reference information and the perturbed data. We con-
sider a potential privacy vulnerability with reference information in privacy-preserving
database publishing and data mining based on the eigenspace of the perturbed data
under some constraints. We then show that a general data perturbation model is

vulnerable from this type of reference privacy breach.

1 Introduction

Database publishing and data mining techniques enable the discovery of valuable data

patterns and knowledge in collected and shared data and increase business profitability
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and enhance national security. The precondition of useful data analysis is the collection
of large amounts of data, which has been made possible by the recent availability of
relatively inexpensive means of electronic data collections. On the other hand, we also
face the challenge of controlling the level of knowledge disclosure and securing certain
confidential patterns within the data, without (noticeably) affecting the utilities of the
data for intended purposes of data analysis. The difficulty of data security increases
considerably if we aim to achieve the goal of maintaining confidential data privacy and
data utilities at the same time, in privacy-preserving database publishing and data mining.

Data privacy and security can be compromised from many different ways, both inside
and outside the data collection organizations. Even within the data collection organiza-
tions, different people are assigned different levels of trustworthiness, usually through the
privileges of the computer accounts they use. To protect data privacy and security from
being compromised intendedly or unintendedly, it is preferable that data is preprocessed
appropriately before it is distributed for analysis or made to the public. One of the most
useful data preprocessing techniques is data perturbation, which attempts to hide the true
values of the original data in an effort to preserve data privacy.

In this paper, we theoretically analyze data privacy in a reference background sit-
uation and develop strategies to extract original information from the perturbed data.
A reference record is a piece (or pieces) of original data record(s) exactly known by an
attacker. Such additional information can be used by the attacker to compromise other
records in the original data, with the availability of the public perturbed data.

Let us start with a fictitious situation. An organization collects many records from
thousands of hundreds of persons including Bob, and compiles such records into a well-
defined dataset as the original matrix A and distorts the original dataset to a perturbed
dataset as a matrix A and finally publishes this perturbed dataset A to the public. As for
Bob, he knows the exact original values of his record in A and the corresponding perturbed
values of his record in the perturbed dataset A. We consider the theoretical possibility
that Bob may use his original data values and the perturbed dataset to breach the privacy
of other records in the original dataset.

The remaining parts of this paper are arranged as follows. A brief account of the
related works and some popular data perturbation techniques is presented in Section
2. Our theoretical analysis based on a general data perturbation model is contained in
Section 3 and experimental results are discussed in Section 4, respectively. Finally a brief

conclusion is given in Section 5.



2 Related Works

In privacy preserving data mining and database security, many researchers attempt to
develop techniques to maintain data utilities without disclosing the original data and
to produce data analysis results that are as close to those based on the original data
as possible. Among those techniques, there are two main categories. Methods in the
first category modify data mining algorithms so that they allow data mining operations
on distributed datasets without knowing the exact values of the data or without directly
accessing the original datasets. In this paper, we will not deal with privacy-preserving data
mining methods in this category. Interested readers may consult [8] for more information.
Methods in the other category perturb the values of the datasets to protect privacy of the
data attributes. These methods pay more attention to perturbing the whole dataset or the
confidential parts of the dataset using distributions of certain noises [6, 7, 9, 13, 14, 17].

Many techniques in the second category are easy to implement and practically useful.
For instance, Tendick [19] perturbed each attribute in the dataset independently of the
other attributes by the addition of a multivariate normal distribution e with the mean 0
in the form of A = A +e.

Bapna et al. [3] and Xu et al. [20] used wavelet and Fourier transformations to
decompose the original matrix A and then used the transformed matrix as a perturbed
matrix A, respectively. In essence, in both Fourier and wavelet decompositions, the original
data matrix is multiplied by an orthonormal matrix to generate the perturbed matrix.

Chen et al. [6, 7] used a complicated rotation technique to perturb the original
dataset as: A = RA+ U + A, where R is an orthogonal matrix, ¥ is a random translation
matrix, and A is a Gaussian noise matrix N (0,52). Each vector of the matrix N(0,5%) can
be defined by two parameters, the mean 0 and the variance (standard deviation squared)
B2

In recent years, however, it is noticed that the perturbed or distorted datasets from
certain data perturbation techniques may not be safe if an attacker has some background
information about the original datasets [11, 12, 14, 16, 18]. Furthermore, Kargupta et
al. [15] showed that it is highly possible to differentiate the original true values from
the additive randomization noise perturbed datasets. Guo and Wu [12, 11] calculated a
useful upper bound and lower bound about the difference between the original dataset and
the estimated dataset which is computed from the perturbed dataset by spectral filtering
techniques.

Their works have mentioned the use of background information probably possessed by
the attacker, but they just obtained their analytical results exclusively from the perturbed
public dataset. In fact, it is very unlikely that an attacker has no idea about the perturbed
dataset other than the public version. The common sense, statistical measure, reference,

and even a small amount of leakage may dramatically help the attacker weaken the privacy



of the dataset. In the next section, we will focus our attention on privacy of the perturbed

dataset with the background of the reference records.

3 Reference Information Analysis

We begin by giving some useful mathematical preparations and then generalize our nota-

tions in this paper.

3.1 Singular Value Decomposition

First, we introduce a very useful tool in our analysis, Singular Value Decomposition (SVD),
which is a popular matrix factorization method in matrix computation and is widely used
in data mining and information retrieval. It has been used to reduce the dimensionality
of databases in practice and remove the noise in noisy databases [4]. The use of SVD
techniques in data perturbations for privacy-preserving data mining is proposed in [21, 22].

The SVD of the original n * m data matrix A is written as
A=USVT, (1)

Here U is an n*n orthonormal matrix, S = diag[o1, ..., 05] (s = min(n, m), without the loss
of generality, we assume n > m) is an n*m diagonal matrix whose nonnegative diagonal
entries are in a non-increasing order. We call the diagonal entries o1, ..., o, the singular
values. And V7 is also an orthonormal matrix with dimension m * m. The number of
nonzero diagonal entries of S is equal to the rank of the matrix A.
Define
Ay, = UpSiV;I, for a positive integer k < min(n,m),

where U}, only contains the first £ columns of U, S contains the first £ nonzero singular
values, and V,;T contains the first k rows of V. Obviously, the rank of the matrix Ay is
k, and Ay is often called the truncated SVD. Ay has a well-known property that it is the
best k-dimensional (rank-k) approximation of A in terms of the Frobenius norm.

In information retrieval, F;, = A - A can be considered as the noise of the original
data matrix. In privacy-preserving data mining, A; can be used as a perturbed version
of A [21, 22]. So, Ay represents a good approximation which keeps similar patterns of A,
while provides protection for data privacy [21, 22].

3.2 Preliminaries and Notations

To generalize the perturbation techniques to include those discussed previously as well as
many other methods which can be obtained from a general model to perform the pertur-

bation process on the original datasets, we define a theoretical general data perturbation



model as the follows:

A=RA+E, (2)

where R is an orthogonal matrix and F is a Gaussian noise matrix with the mean 0 and
an arbitrary variance.
For simplicity, in the following discussion, we use Matlab notations to represent

maftrix columns, rows, and entries, respectively.

A the original matrix
A the perturbed matrix

A% the entry (,j) of A

Al the i-th row of A, simplified as A°

A the j-th column of A

Az the submatrix of A from the %;-th row to the is-th row
and from the j;-th column to the jz-th column

at At %V,

Al the i-th row of A, as in Theorem 5

In the following contents, || - || is referred to as the 2-norm (Euclidean norm) unless

otherwise explicitly stated.

3.3 Stability of Perturbation Angle

The major work of this paper shows that the attacker has a high possibility to figure out
the other perturbed matrix records based on one reference record which is an original
matrix record exactly known by this attacker. From the mathematical viewpoint, the
perturbation model in Equation (2) preserves not only the angles between the entire rows
or columns of the original dataset and those of the perturbed dataset, but also the angles

between the sub-rows or sub-columns before and after the perturbation.

Lemma 1. [10] If H is an orthogonal matriz of appropriate dimension, then for any

matriz A,

|AH| = [HA[ = [|A]l.
The following lemma is easy to prove.

Lemma 2. If the singular value decomposition of the matriz A is
A=USVT,

then the following equations hold:



1. AV=US,
2. |la*| =S|,

3. ||[A*Vi||=|\U*Sk|l, here Sy is an n * m diagonal matriz which only contains the first

k singular values of S.
Theorem 3. Let A and A = A+ E be n + m real matrices, and
A=USVT, A=USV"
are the SVDs of A and A, respectively.
Ay = UpSpViE, Ay = U, S ViF

are the rank-k best approrimations to A and ;1, respectively.
Assume that |E| < (6% — ogy1) and |E|| < ok, o and & are the k-th singular values of
A and A, respectively. We define

at = AV, &i:;lif/k, and ¢ = E'V;.
Then
la’l =~ (A  and €' < [a’[.
Proof.
la’]| = A" V4|
= |[U" %8| (Lemma 2.3)

~ |[U"%S| (Because oy is small relative to Zle o)

= ||AY|. (Lemma 2.2)

We define SVD of E as E = UgSgV}, and Sg = diag(c);, 0%, ...,0%). Since |E| = o}, <

ok, (o) is the k-th singular value of A), we have
|EY? = |ULSE|? (Lemma 2.2)

= ) (UF) (o)
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< z:(Uij)2 x(0;)%, (op < o1y ey 031)
j=1
= |UisvY?
= [l4"%. (3)
Then from Inequality (3), it is easy to obtain ||e?|| < |a’|. O

Corollary 4. Let A and A = A+ E be nxm real matrices. Assume that |E| < (65— op41)
and ||E| < 0. We define

al,jl:jg :Az,jlzygvlgl:p,:’ az,]lzyg :Az,ﬁ:]gvkjl:_yz,:’ and ez,]lzgg :El,jl:]QVk?IZ]Z,:.

Then

@ AR and [ < ),

Corollary 4 is a sub-row version of Theorem 3. The mathematical proof is very
similar to the proof of Theorem 3. For example, we just need to replace a’, a*, and e’ with
a™, @ and €™ (j is in j1:jo), respectively.

Theorem 5. [2] Let A and A = A+ E be n + m real matrices and R is an orthogonal

matriz. Assume that |E| < (6 — opy1) and ||E|| < oy. a', @ and €' are defined as in

Theorem 3. Then
la* = Ra'| < |a*| and  |A; - AL < [IAL].

Theorem 5 is a simplified version of Theorem 2 in [2] which needs to verify the
conditions |la’|| =~ ||A?|| and ||€’|| < ||a’||. If the conditions are met, Theorem 2 in [2] is
true. However, in practice, A* and E’ are unknown, it is not practical for this verification.
We simplify these conditions to verify if ||E| < oy and ||F| < (6% — o41) instead of
|a®|| = ||A?|| and ||e*|| < ||a*||. If |[E| < o} and ||E|| < (6) — 0+1), Theorem 2 in [2] as
well as the simplified version, Theorem 5, are always true. Later, we will discuss how to
verify ||E|| < oy and ||E|| < (6% — ok+1) in practice. The proof details of Theorem 5 can
be found in [2].

Theorem 5 establishes a link between the original data A?C and the perturbed data
flﬁg and bounds the difference between them.

Based on Theorem 5, the following corollary is straightforward.

Corollary 6. Let A and A = A+ E be nxm real matrices. Assume that |E|| < (65— op41)

and ||E|| < op. a®132 Ghiviz | gnd 9152 are defined as in Corollary 4. Then

||ai,j12j2 _ Rai,jlljzn < ||ai’j1:j2|| and ”Ai;jlljz _ A;’C,h!]é” < ”Ai;jl!]é”_



Based on Theorem 5 and Corollary 6, we can establish a connection between an

original data pair and a perturbed data pair, as in the next corollary.

Corollary 7. Ifa?, a4, a?7172 | and a%9192 satisfy the conditions in Theorem 8 and Corol-

lary 4, then
1. [2] ||£(A7, AR) — Z(AR, AP < e,
. LRI, ATIE) (A, A < e
Here, € is a small positive number, and Z(Ai,Az) denotes the angle between AZ and A%.

Remark 8.

1. Due to the disclosure of the perturbed dataset, all A related information, such as flz,
;1%, fli’jl:jz and flz’jl:jz in Corollary 7, are known. In a reference information case, one or
more original records are assumed to be known as the reference information. We assume
that the attacker, Bob, knows the exact original value of AP. Therefore, in Corollary 7,
AL, AZ’jl:h, Ai, flz, Ai’jl:jz, and A%’jl:h are all known. Only A} and Az’jlzjz are unknown
which are the attacker’s breach target.

2. When the perturbed dataset satisfies the conditions |E|| < (6 —ogy1) and ||F|| < o, it
is highly possible for Bob to work out the unknown original record AZ through Corollary 7,
if AZ is either entire row highly similar or sub-row highly similar to the AZ record.

3. In practice, the attacker, Bob, only needs to calculate the angle between fli and any
Az or the sub rows. If the angle is very close to /2 (the cosine value is very close to 1),
then the corresponding entire rows or sub-rows of the original records AP and A? are very
similar. In such a case, the attacker can see that A? is entire row or sub-row close to AP,

and can directly figure out A? based on the known AP.

So, practically, if we can figure out || E||, 6%, and o}, we may establish the connection
between the original data pairs and the perturbed data pairs in Corollary 7. The only
remaining problem is how to verify whether the perturbed dataset satisfies the conditions
|E|| < (6% — oks1) and [|E|| < og. If the verification is positive, the practical strategy
in Remark 8 can be used to breach the data privacy in a reference case. We can use the

following Proposition 9 and Theorem 10 to approximate || E||, 6% and oy.

Proposition 9. [10] For any matriz A, if R is an orthogonal matriz, then A = RA does

not change the angle between any rows or any columns of A.

The proof is very simple and can be found in any book on matrix algorithm. From
this proposition, we know that the multiplication of the original matrix and an orthogonal

matrix does not change the angle distribution of the original matrix.



Theorem 10. [1/] Let A and A = A+ E be n*m real matrices. If n/m — 0o, A and E

are uncorrelated, and the norm of the matriz E is small relative to the norm of A, then
S~ S+ Sg.
Here S and Sg are defined in Theorem 8 and in the corresponding proof.

In [5], it is stated that the norm of a random matrix whose entries are independent
random variables with the mean zero is almost close to v/m + n. Therefore, we can use
vm + n as an approximation to the norm of E if F is a Gaussian noise matrix with the
mean 0. If the approximated norm of E, i.e., v/m + n, is small relative to 65,1 of the
perturbed matrix for a certain k, (all 6;,1 < i < k, are known), we can consider that &1,
..., Og4+1 are very close to oy, ..., o1, per Theorem 10. Therefore, we can use 6y, 011
and v/n + m to approximately verify the satisfaction of conditions ||E|| < (63 — 0%41) and
1E]| < oy.

4 Experimental Results

In the experiment section, we choose two real databases obtained from the University of
California, Irvine (UCI), Machine Learning Repository [1].

The first one is Bupa Liver-disorders Research Database donated by Richard S.
Forsyth. It has 5 numerical-valued attributes in 345 instances (male patients) which
are all blood test results and are thought to be sensitive to liver disorders that might arise
from excessive alcohol consumption. In addition to the first 5 numerical values, there are
2 attributes: drinks and selectors. The former represents the number of half-pint equiva-
lents of alcoholic beverages drunk per day, while the latter denotes the field used to split
data into two sets. So in our experiment, the Bupa dataset is a 345*7 numerical matrix
whose first 5 columns are numerical values and the last 2 columns are categorical numbers
(drinks and selectors).

The second dataset is Wine Recognition Database Donated by Stefan Aeberhard
whose purpose is to use chemical analysis to determine the origin of wines. The dimension
of this matrix is 178*14, representing 13 constituents found in each of the three types of
wines and a wine category.

The purpose of our experiments is to use only the public perturbed dataset to check
the satisfaction of the conditions ||E|| < (65 — ok+1) and ||E|| < oy, then further exam-
ine the preservation property of the angles between records before and after the general
perturbation model in Equation (2).

The following results of our experiments are averaged values of five repeated experi-
ments, obtained from a Dell desktop workstation with a P4-2.8GHz CPU, 40G harddisk,
and 256 MB memory in Matlab 6.5.0.180913a with a Linux operating system.



4.1 Approximation of ||F|, o, and dy

According to Lemma 1 and Theorem 10, the characteristics of singular value (eigenvalue)

distribution of the data perturbation model in Equation (2) are as follows:

1. An orthogonal matrix R will not change the original singular values (eigenvalues).

2. A Gaussian noise matrix F will perturb the original singular values (eigenvalues) at
most y/m + n which is an approximation of || E|.

3. The singular values (eigenvalues) of the perturbed matrix are approximately equal
to the sum of the singular values (eigenvalues) of the original matrix and those of

the Gaussian noise matrix.

Figure 1: Distribution of singular values of the Bupa dataset before and after the pertur-

bation.

T T
—&6— Original Singular Values
—x— - Perturbed Singular Vales

|E|| =20.3467, v/m+n = 18.708:

Magnitude of the Singular Values
=
o

1 2 3 4 5 6 7
The Value of k

In the experiments about the singular value distribution before and after the pertur-
bation, we use the general perturbation model in Equation (2) to show the correctness of
our mathematical analysis. Theoretically, the matrix R can be any orthogonal matrix with
the appropriate dimension to multiply with A. In our experiments, we use the U matrix of
the SVD of A in Equation (1) to be R and a random matrix from the standard Gaussian
noise matrix N(0,1) (8?=1) as E. Our experimental results are shown in Figure 1 for the
Bupa dataset and in Figure 2 for the Wine dataset.

Since there can be many different choices for R and F, the results in Figures 1 and 2
are not unique. However, we believe that the basic trend of the singular value distributions
using other choices of the R and E matrices should be similar to those shown in the two

figures.
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Figure 2: Distribution of singular values of the Wine dataset before and after the pertur-

bation.

T T T
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—x— Perturbed Singular Vales

10"k |E|| = 15.8868, vm +n = 13.8564

Magnitude of the Singular Values

The Value of K

Based on the above two figures, it is clear that the singular values (eigenvalues) of
the perturbed datasets are very close to those of the original datasets. In Figure 1, the
first 6 perturbed singular values are almost the same as those of the original ones, (the
two lines are overlapped at the beginning, and they form a fork starting at the 6-th point).
In Figure 2, the first 4 perturbed singular values are almost identical to the original ones,
(they are overlapped from the first point to the 4-th point). The difference between the
last perturbed singular value and the corresponding original one is still very small, (please
note that the y-axes of these figures are in a logarithmic scale). Therefore, we can use the
perturbed singular values &; to approximate the first few original singular values (5; = 7).

From the two figure legends, we can see that there is no big difference between ||£]|
and v/m + n, given the comparatively large singular values. For example, for the Bupa
dataset, || E|| = 20.3476 and v/m + n = 18.7083, their difference is much smaller than the
singular values, o7 = 2385.5 and o] = 2388.2, (04 = 263.6 and o; = 264.6). Hence, we
can use v/m + n to approximate the norm of the Gaussian noise matrix (v/m + n = ||E||),

and then use the following formula to determine the exact value of k.
k = min{i| |E| < o;and ||E| < &;— 0i+1}

~ min{i| vVm+n < g;and vVm+n < & — Fiy1}

4.2 Angle Preservation

After determining the value of k, we can calculate the angle between any perturbed data
pair (Ai,fi%), A(Az,fi%), or the sub-row counterpart, and know that A(AZ,A%) is very

11



similar to Z(A}, A7) by Corollary 7.

In practice, we should choose a small positive value for €. In the following experi-

ments, we choose three different values of €, g5, 155 and 555,

For any given pair (p,q), we call this pair accurately computable if |Z(A} A%) —
L(A}, A)] < e

and list our results in Table 1.

Table 1: Percentage of angle preservation between A; and Ay,

Bupa (k = 6) Wine (k = 4)
€ | Accuracy | € | Accuracy
50 91.86% 50 90.70%
= | 91.27% | &5 | 87.64%
o5 | 90.96% | o& | 85.74%

In Table 1, the percentage numbers in the accuracy columns denote the ratio of the
accurately computable pairs to all pairs. It can be seen that the accuracy ratio is still very
large even when the angle difference, €, is very small (e.g., the accuracy ratio is around
91% in Bupa and around 87% in Wine, when ¢ = 7/180). In other words, the angle
between the perturbed data pairs and the corresponding original data pairs are accurately
preserved. In practice, we know all jlfc, (¢ =1,...,n), and a given reference original data
A If A(AZ,A%) is close to /2, it is highly possible that (A%, A]) is 7/2. Then Aj is
probably the same as AZ, which is known. So A% is leaked, and the privacy of the dataset
is compromised.

Therefore, according to our experimental results, we can draw the following conclu-

sions:

1. The magnitude of /m + n is a very useful quantity to approximate the norm of a
Gaussian noise matrix with the mean 0 when the ratio of the number of rows to that

of columns is large enough.

2. The distribution of singular values of the perturbed dataset is highly similar to those
of the original matrix when the Gaussian noise matrix is not related to the original
dataset, n/m — oo, and y/m + n is small relatively to the norm of the perturbed

dataset.

3. It is very easy and practical to determine the value of k& simply by the combination
of v/m + n and the distribution of singular values of the perturbed dataset.

4. The angle preservation of the general perturbation model is very good for many of
the data records. This is not a desirable property for databases in privacy-preserving

data publishing and data mining if some original records are leaked in a reference

12



information case. In other words, developers and researchers should pay more atten-
tion to take this property and situation into consideration in the future development

of database publishing systems and privacy-preserving data mining algorithms.

5 Conclusion and Future Research

In consideration of the privacy issue in database publishing and data mining, researchers
and users are concerned with the possibility that the potential attacker has background
information to breach the privacy. We studied a reference background situation in which
the attacker knows at least one exact record in the original dataset.

Data owners hope that dataset privacy can be perfectly kept even in the above sit-
uation. Our theoretical analysis and experimental results, however, show that the angle
between different records in the dataset is accurately preserved before and after the pertur-
bation in the general data perturbation model. Moreover, the angle is not only preserved
in the original space, but also in the sub-row or sub-column spaces. Obviously, this is ex-
tremely undesirable for the privacy protection of databases. For example, if the attacker
discovers that one perturbed record (or some attributes of this record) and the perturbed
reference record (or some corresponding attributes of this reference record) are similar,
through our theoretical analysis, it is highly possible that the attacker will figure out that
the two records (or some attributes of them) in the original dataset are similar or even
identical.

Further research work can extend our analysis to establish specific and concrete
formulas to approximate a useful range of the value of ¢ which is difficult to decide in
practice. Different datasets may tolerate different range of the e values in terms of the
meaning and magnitude of the particular data records. More importantly, we hope to
develop a privacy-preserving database publishing and data mining method to break the
property of angle preservation while keeping a good balance of data utilities and data

privacy.
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