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Abstract 1 Introduction

With the rapid development of modern data collection amiith the widespread availability of digital data in the in-
data warehouse technologies, data mining is becomfggmation age, data collection as well as data mining is
more and more a standard practice. Accompanying thiscoming more and more a standard practice whose goal
trend, preserving privacy in certain data becomes a chilto efficiently and correctly discover patterns, associa-
lenge to data mining applications in many fields, espgon rules, or relationships hidden in a large number of
cially in medical, financial and homeland security fieldsglifferent formats and multiparty data, and then combine
We present a class of novel privacy-preserving data distgfe historical patterns and the modern understanding to
tion methods in the collaborative analysis situations 8asgredict future trends. We consider the result of the former
on wavelet transformation, which provides an effectienction as information, and the latter one as knowledge.
and efficient balance between data utilities and privaggcause of the potential benefits of the information and
protection beyond its fast run time. We also provide ihowledge from the data mining practice, a great volume
new privacy breach algorithm in the collaborative analgf data mining applications and publications has continu-
sis which could threaten the data privacy, even with te@sly been emerging in many different fields.

distorted data values, in the single basis wavelet tranSAlthough with such a broad and attractive prospect
formation case. Thus, we further propose a multi-bagj§s mining techniques undoubtedly face a challenge to
yvayelet data Q|stort|on strategy for bettgr privacy préSelyqir |egal survivals. That is how to protect the privacy of
ing in these situations. Through experiments on real-lif@ tain crucial data such as medical records, private finan-
datasets, we conclude that the multi-basis wavelet dafa messages, and homeland security information. Due
distortion method is a very promising privacy-preserving e private business profit and social security consid-

technique. eration, it is reported in [7] that few people and organi-
— f zations are willing to disclose their original and private
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to develop new techniques that can achieve a good balsults and analyses will be presented in Section 4. Fi-
ance between accurate data utilities and sufficient privawlly a brief conclusion is given in Section 5.
preservation.
Especially in commercial data analysis fields, in order
to maximize business profit return and to provide bettdr Related Work
customer services, different business organizations may
reach a multiparty agreement that each party is willing té the past decade, there have been a large number of
share its own commercial data with others. In such casegyacy-preserving data mining literatures. We can di-
we need develop multiparty data mining models based'vde these literatures into two main categories. Meth-
accurate collaborative data analysis. At the same time, 98 in the first category modify data mining algorithms
have to take concrete steps to ensure that certain privg@ethat they allow data mining operations on distributed
information in each owner’s data is not disclosed to tif@tasets without knowing the exact values of the data or
other parties. without directly accessing to the original datasets. Is thi
We consider two real-life scenarios where differef@per, we will not deal with privacy-preserving data min-
companies can share their data. For simplicity, we assulfig methods in this category. Interested readers may con-
that there are two companies called Company A and Coditlt [5] and the references therein for discussions on dis-

pany B that decide to share their data beyond the boundiguted data mining approaches. Methods in the other
of their individual entities. category modify the values of the datasets to protect pri-

vacy of the data values. There are several classes of

1. The database of Company A has exactly the saff@fa distortion or perturbation methods in this category.

customer set as that of Company B, but the twdPr example, one class is focused on data anonymization
dataset attribute sets are different. [17, 23, 26, 27, 33]. The other class pays more attention

to perturbing the whole dataset or the confidential parts
2. The attribute set of the database of Company Aa$the dataset using certain distribution of random noises
identical to that of Company B, but the two compd4, 9, 11, 14, 19].
nies target at different customer sets. Briefly, on one hand, the data anonymization strategy
removes certain parts of the dataset such as unique and
In both scenarios, the collaborative analysis is consitbnfidential identifiers, e.g., social security numbers or
ered as an essential approach to gaining more comphéver’s license numbers or credit card numbers. Sweeney
hensive knowledge from the combined databases. Th2gl] demonstrated that this strategy may not be safe to
the former is referred to as vertically collaborative analguarantee identification because the intruders can dis-
sis [25] and the latter as horizontally collaborative analgover certain secret information by exploiting relation-
sis [16]. The scenario with different customer sets and déhips between other attributes.
ferent attribute sets will be considered in our future study On the other hand, the data randomization perturba-
In this paper, we present a class of novel privac§ien preserves data utilities such as patterns and associ-
preserving collaborative analysis methods based ation rules by using the additive random noise. However,
wavelet transformation. Wavelets are a set of functiokgarguptaet al. [15] showed that it is highly possible to
which are localized, scaled and well-organized in orddifferentiate the original true values from the additive+a
to satisfy certain requirements. Wavelet transformatondomization noise perturbed datasets.
widely used in signal processing [6, 8] and noise suppresRecently, matrix decomposition and factorization tech-
sion [22]. nigues have been used to distort numerical valued datasets
The remaining parts of this paper are arranged as fil-the applications of privacy-preserving data mining. In
lows. We provide a brief review of related work in Segarticular, singular value decomposition (SVD) [31, 32]
tion 2. The background knowledge and the detailed pr@nd nonnegative matrix factorization (NMF) [28] have
cedures about the wavelet-based data privacy-presenliegn shown to be very effective in providing high level
algorithm are discussed in Section 3. The experimendata privacy preservation and maintaining high degree



data utilities. and all secret objects represented by rows. In such a ma-
In addition to the above documents, signal transformaix, we assume that every element is fixed, discrete, and

tion methods related to Fourier or wavelet transformaumerical. Any missing element is not allowed.

tion have been used as strategies for data perturbatioWith the matrix representation, we assume that the

[3, 18, 30]. Both transformation based privacy presergriginal database is only accessible by the data owners

ing distortion methods seem to have a very good propeaiyd authorized users. The corresponding dataset out-

on privacy protection and data utility preservation. sourced to other analysts and the public is the distorted
The run time complexity of the wavelet-based transfotlataset that has no harm to either data mining accuracy or

mation isO(n) which is better than th€©(nlogn) run data privacy safety.

time of the Fourier transformation, wheneis the maxi-

mum Ievgl number of wavelet or Fourier decompositiong, 2 \\avelet Decomposition

to be defined later. Thus, data analysts may prefer the

wavelet-based methods which have a very attractive melfit mathematical terms, a discrete wavelet transformation

fast run time, in dealing with very large datasets. HoWDWT) is a wavelet transformation for which the input

ever, in [3], the wavelet perturbed dataset in the trarf§screte samples are divided into approximation coeffi-

formed space has different dimensions from that in tgients and detail coefficients which correspond to the low

original space. This might create a problem when a thii@quency and high frequency decompositions of the orig-

party data miner or the collaborative analyst has data paf@l samples, respectively. Such wavelet decomposition

from different sources to match each other. There is cefocess is applied recursively with high and low passing

tainly an advantage to consider the transformed datef8égrs on the approximation coefficients of the previous

that keeps the same dimension as the original datasefeke! and then down-sampled. A brief transformation pro-

the collaborative data analysis situation. Therefore, Wess is illustrated in Figure 1:

propose a different set of data distortion, suppression and

reconstruction (transformation back) strategies based on

wavelets to keep the dimensions of the original and dis-
torted datasets.

A, D{ D Dj
3 Algorithms /\
In this section, we present the detailed procedures of A, D, D, D
the privacy-preserving data distortion method based on
wavelet transformation for collaborative analysis which ¢ & o o o o

can achieve a desirable balance between accurate data

utilities and good privacy protection. /\

3.1 Assumptions . D, D, D}

The matrix representation (vector-space format) is oneRifure 1: The DWT decomposition schengis the orig-
the most popular ways to encode the object-attribute feal 2D matrix. A; contains the-th level approximation
lationships in many real-life datasets. In this format, eefficients,D, DY andDP are the horizontal, vertical
2-dimensional (2D) matrix is used to store the datasetdand diagonal detail coefficients, respectively.

which each row of the matrix stands for an individual ob-

ject and each column represents a particular attribute ofAccording to the above graph and introduction in [29],
these objects. Apparently, in this matrix, the privacy the 2D DWT decomposition firstly uses the high pass fil-
a set of all confidential attributes represented by columiess and low pass filters to process the original erntité



matrix. Then theb columns with lengthu are passed tothere may be a problem to use the transformed data in
the first filter which operates on the columns horizontallthe multiparty collaborative analysis situations, whieh r
These filter outputs are then downsampled by a half. dnire the dimensions of the individual datasets to match
other words, a half of the column elements are throveach other to facilitate analysis with respect to the cor-
away. The remaining half column outputs are further deesponding object set or the corresponding attribute set.
composed using the second filter which considers the @re way of maintaining dimensions of the dataset matri-
put data as transposed?2 rows of lengthb. Similarly, the ces is to transform the individual dataset matrices back to
second filter throws away a half of the remaining colunthe original spaces and to reconstruct the original matrix
elements. After these processes, one approximation farmats. For our privacy-preserving purpose, we need the
efficient and three detail coefficient submatrices are puata to be distorted when the data entries are transformed
duced at this level. For the next level DWT decompositidrack to the original space.
process, it just recursively processes the approximatiomherefore, we suppress the detail coefficients to reduce
coefficients of the previous level as the new input matrithe high frequency “noise” which is hidden among the
Through the above description, it is clear that the digriginal data entries. Our proposed suppression procedure
crete wavelet transformation only depends on the maig-

mum decomposition level and the filters (wavelet basis). 0 it |d;| <6
For a given wavelet basis, the maximum number of de- ;. _ ) 4. 15 if d; <0 ajnd \di| > 6
composition levelsy, of DWT mainly depends on the di- d; — & ifd; >0and|d;| > 6 ’

mensions of the input signals. Although the standard 2D

DWT decomposition needs the input matrix representétiered; is the detail coefficient element of the original

in 22 x 2% dimensions, whera andb are two integers, matrix andd is a predefined positive threshold value.

we can still deal with matrices of any dimension size asWith this coefficient suppression process, we use the in-

follows [29]. verse discrete wavelet transformation (IDWT) on the ap-
For anya = b dimension matrix, the DWT decomposiproximation coefficients and modified detail coefficients

tion can process and downsample all columns through tRelransform the data matrix back to the original space
standard DWT filters, but the rows may not be sufficienti¢ obtain a new data matrix§*, which has the same di-
decomposed (for simplicity, we assume that b). How- mension as the original data mat$¥ but with different
ever, in the data distortion techniques, it does not mat@Hibute values. The new data matrix not only preserves
because we can still suppress the entire detail coefficielfi@ data utilities such as classes and patterns, but also pre
and then reconstruct them and the approximation coe¥gnts intruders from guessing the original attribute value
cients, to be introduced in the next section, to succegsfiffiom the distorted matrix.
distort the whole original data # is large enough.

Thus, the maximum number of decomposition levels,4 Breach Algorithm and Multi-Basis
n, of a data matrix of any dimensianx b is defined as: Wavelet Transformation

n = [log, min(a,b)]. ) ) _ ) )
> The single basis wavelet transformation distortion algo-

rithm may efficiently prevent the public from guessing

3.3 Coefficient Suppression and Waveletthe true data values. In this section, however, we present
Reconstruction a breach exploitation algorithm under a special circum-

stance of collaborative analysis.
Although the original matrix could be replaced by the For example, two parties of Company A and Com-
approximation coefficient matrix as the analysis targeany B reach an agreement to mutually share their busi-
dataset, the dimension of the approximation coefficiemtss data. Before sharing the data, each company distorts
matrix is downsized. The strategy proposed by Bapiis own original data using the process described in Sec-
and Gangopadhyay [3] will further remove some columtisns 3.2 and 3.3. Then Company A and Company B ex-
of the transformed data deemed as “less important”. Swange their distorted datasets. After the exchange, each



company has its original true data and the partner’s dizx Company B to distort its data, and use a trials-and-
torted data. In the single basis wavelet distortion scenamrrors procedure to figure out the range of the threshold
although it is very difficult for each company to guess thalue used to suppress true values of the detail coeffi-
exactly true values of the other’s distorted data, explodtients. Since the number of existing wavelet basis is lim-
ing the true range of the partner’s distorted data may ibed to not very many [29], this procedure is likely to suc-
possible by using our breach exploitation algorithm.  ceed.

The main reason why the privacy is kept and data is dis-In Section 4, our experimental results will show that
torted in the wavelet transformation is that we suppretb&e above breach algorithm can efficiently estimate the
(modify) the detail coefficients of the original data. Impproximate values of the distorted data which fall into
other words, if we could reinstate the values of the modi-very close range to the true values of the original data.
fied detail coefficients, we can obtain the same exact datd’he nature of the success of the breach algorithm is
range as the original one. So, the core of our breach altargely due to the fact that a single basis wavelet and a
rithm is that we step by step increase the detail coefficiestagle suppression threshold value are used on the entire
of the distorted data, until we reach one that gives us ttigta matrix. There are several strategies that will make the
best analysis result, regulated by the analysis resulteof #xploitation of the breach algorithm much more difficult,
company’s own original data. The detailed procedureifsiot impossible.
presented in Algorithm 1. One way of increasing the difficulty of guessing the
suppression threshold value is to use different threshold
Algorithm 1 Breach Algorithm in the Single Basisvalues to suppress detail coefficients of different columns
Wavelet Transformation Scenario. or different rows. It will be difficult for Company A to

1: Assume matrix4 is the original data of Company A,adjust individual threshold values to get the best analysis
and matrixB* is the distorted data of Company B result to figure out a small range for each of the threshold
2: Do the collaborative analysis on the combination @gJyes.
A and B*, the analysis result corresponding to the A minor drawback of this counter-breach strategy is
matrix A is used as the guideline that the values of the thresholds are usually small. So the
3: Wavelet decompose matrig* to get approximation possible difference between these threshold values may
coefficients, coApp, and detail coefficients, coDet not be very large, which provides a certain opportunity
4: Assignt.nq a large enough value ang;., the in- (although much more difficult than in the single threshold

creasing value at each step. value case) for the breach algorithm.
5 1 = 0 We can further increase the difficulty for the breach al-
6: while t < tepq do gorithm by using multi-basis wavelets, coupled with mul-

7. Increase each coDet value bif the value is posi- tiple threshold values. To be specific, we can first ran-
tive, or decrease each coDet valuethfthe value domly partition the data matrix into many submatrices,
is negative. Then obtain the new detail coefficientsnd use a different basis wavelet to decompose a different
coDet*. submatrix. We then transform each perturbed data subma-

8. Transform the intermediate matrix back to a newix back to the original subspace to combine them into the
matrix B; by using IDWT on the approximationdistorted data matrix to be outsourced.
coefficients and the new detail coefficients. Generally speaking, we can partition the data matrix in

9: Do collaborative analysis on the combination4f any way, into submatrices of blocks. To make things eas-
and B;, and then compare the new analysis resid to understand and without loss of too much generality,
corresponding to the matri with the guideline. we assume that the whole original matfixs partitioned

10:  Increasé by tgcp. into k£ submatrices along rows or columns as the follows:
11: end while
S1

In Algorithm 1, the essential idea is to assume that S = : )
Company A can correctly guess the wavelet basis used Sy




or anda; ; is the true value of the original data matri, ; is
S = [ St ... Sk ] . the corresponding value of the distorted data matrix, and
€ is a predefined value. The metric RangePer measures

Since the possibility of guessing the correct matrix pafye percentage of the data elements whose relative differ-

tition, the possibility of guessing the correct choice Of@nces between the distorted values and the true values are
particular basis wavelet for a particular submatrix, angsiier thars.

the possibility of guessing a particular threshold value fo According to their definitions, we know that a larger

a particular row or column of a particular submatrix alp rp cp and RangePer value, and a smaller RK and

very remote, the use of multi-basis wavelet and multip}e \ 51ue refer to a better privacy-preserving level.
threshold values for data distortion can be very difficult to

breach. . . .
4.2 Distortion Experiments

In the experiment section, we choose two real-life
databases obtained from the University of California,
. Irvine (UCI), Machine Learning Repository [20]. They

4.1 Data Privacy Measures are the Wisconsin breast cancer original dataset (WBC)

We choose the five data distortion privacy measure mégnated by Olvi Mangasarian, and the Wisconsin breast
rics, VD, RP, RK, CP and CK, first defined in [31], an§@ncer diagnostic database (WDBC) donated by Nick
then in [32], to evaluate the proposed data distortion mef€et. The summary of the two original databases is in
ods. We also develop a new measure metric, Rangela-ép,Ie L N )
to measure the preserved attribute values and the privacy® addition to the summary, the attributes of the two
range. The objective of these measure metrics is to evdlgtabases only have numerical values and no missing
ate the possibility of estimating the true values and ranj@ue. (In the original WBC database, there are a few
of the original data from the distorted data [2, 10, 21]. Missing values in the sixth column. We replace these
In brief, VD value is the ratio of the Frobenius nornfissing values by 1 if the object belongs to the malig-
of the difference between the original mat§kand the Nant class and 2 if the object is in the benign class, ac-
distorted matrixS* to the Frobenius norm &f. RP value cording to the standard classification provided by the UCI
presents the ratio of the average change of ranks for RgPository.) Tables 2 and 3 demonstrate our privacy-
attributes to the number of total elements of the matrigf€Serving distortion experimental results. In the exper-
RM denotes the percentage of elements which keep tHBIENtS, we choose the SVD-based data distortion method
ranks of values in each column after the distortion. Cpr comparison [31, 32]. We use the simplest SVD data
stands for change of ranks of the average values of gigtortion method, i.e., no sparsification strategy is im-
attributes. CK is defined to evaluate the percentageRigmented. For each database, we perform three wavelet
the attributes that keep their ranks of average values aff@nsformations: the single basis wavelet transformation
the distortion. The detailed definitions of these measu®): the vertically partitioned multi-basis wavelet tréors
metrics are presented in [31]. mation (VP), and thg horizontally partitioned multi-basis
For ana*b matrix, the metric RangePer is defined as:Wavelet transformation (HP). _
In the SVD data distortion experiment, we choose the
T Eb-— flai;,at ;) reduced rank value to be 5in WBC and 15 in WDBC.
=1 eg=l LAY , For simplicity, in the vertical and horizontal partitions,
we only partition the original database into two subma-
Wheref(ai,j,a;!"j) is computed as: trices and each submatrix is approximately a half of the
original one in size.
In the single basis wavelet transformation (S) of both
flaiz,al;) = . lailfli,{lL ] , Tables 2 and 3, we choose the Haar basis wavelet for de-
0 if |Ja7]|’ >e€ composition and reconstruction, and use 0.5 as our thresh-

4 Experimental Results

R Per =
angePer P



Table 1: The summary of the WBC and WDBC databases.

Database| Number of Instances Number of Features Number of Classes
WBC 699 9 2
WDBC 569 30 2

old value § = 0.5). In the vertically (VP) and horizon- 3.
tally (HP) partitioned multi-basis wavelet transformaiso

of both Tables 2 and 3, we select Haar basis wavelet for
the first half partition and Daub-4 basis wavelet for the
second half for decomposition and reconstruction, and
also take 0.5 as our threshold valde £ 0.5) in these
cases.

With respect to the run time, we set two time measures,
Total Time and Max Partition Time. The Total Time is the
measure of the summed time of all transformations both in
the single basis wavelet and the multi-basis wavelet pro4-
cesses. The Max Partition Time is only applied to the
multi-basis wavelet transformation (in other words, there
is no meaning for the SVD-based method and the single
basis wavelet transformation to measure the Max Partition
Time because they do not partition the data matrix), and it
is the maximum transformation time of all partitions. In >.
our particular cases, the Max Partition Time is the larger
one of the run times for the two submatrix distortions.

The results of our experiments, especially the run
time, are averaged values of five repeated experiments,

In the vertically and horizontally partitioned trans-
formations, although their Total Times are larger
than those of the single basis wavelet transforma-
tion, we could do parallel wavelet decomposition and
suppression and reconstruction of each partition in-
dependently in distributed situations. Therefore, the
Max Partition Time may be considered as a more rea-
sonable and meaningful performance indicator than
the Total Time in these cases.

Most of the privacy preservation metrics show that

the wavelet-based distortion methods can keep a
better privacy level than the standard SVD-based
method. (We did not compare with the sparsified

SVD data distortion method.)

In the three wavelet-based distortion methods (S,
VP and HP), their analysis accuracy and privacy-
preserving and run time performances (in terms of
Max Partition Time) are similar.

obtained from a Dell desktop workstation with a P4 3  Breach Experiments

2.8GHz CPU, 40G harddisk, and 256MB memory in Mat-

lab 6.5.0.180913a with a Linux operation system. Fbt this part, we will show that the multi-basis wavelet dis-
the results reported in Tables 2 and 3, the support véestion method is safer than the single basis wavelet dis-
tor machine (SVM light) with a five-fold cross validatiorfortion method in terms of the range value exploitation.
[12, 13] is employed as the standard classification tode choose WBC to demonstrate the breach algorithm in
which is used to measure the data utility accuracy in ca2-party collaborative analysis situation.

experiments. According to Tables 2 and 3, we can drawThe original WBC data is 6999 matrix. We partition
the following conclusions: this matrix into 2 parts, 8509 submatrix only owned by

1. The data accuracy level of the wavelet-based distgg—) mpany A and 849 + 9 submatrix exclusively accessi-

tion methods is as good as that of the SVD and t e to Company B. Then, Company B decides to distort its
original data 9x9 submatrix only using the single Haar basis wavelet

and 0.5 as the entire submatrix threshold and then gives it
The run time of the wavelet-based distortion mette Company A. Thus, Company A has the origiBa x 9

ods is faster than that of the SVD-based method evaubmatrix and the Company B’s distortgth « 9 subma-

in the multi-basis wavelet transformation. When thieix. Company A uses the breach algorithm proposed in
size of the dataset is larger, this advantage is mdkkgorithm 1 to exploit Company B’s original submatrix.
significant. The results of the breach algorithm are shown in Figure 2.



Table 2: Performance comparison of SVD and wavelet transition on WBC.

Database VD RP RK CP CK Run Time (Seconds) Accuracy
Total Time | Max Partition Time
Original 96.0%
SVD 0.2080| 239.4 | 0.006358| 1.556 | 0.4444| 0.07882 95.9%
Wavelet(S) | 0.2557 | 238.6 | 0.004769| 1.333 | 0.5556| 0.03081 96.0%
Wavelet(VP)| 0.3526 | 247.1 | 0.005564 | 1.556 | 0.333 0.06362 0.03639 95.6%
Wavelet(HP)| 0.3140| 239.1| 0.005087| 2.000 | 0.333 0.05153 0.03089 96.1%

Table 3: Performance comparison between SVD and wavetetftramation on WDBC.

Database VD RP RK CP CK Run Time (Seconds) Accuracy
Total Time | Max Partition Time
Original 85.4%
SVD 0.000035| 121.3| 0.3454 0 1.0000| 0.13880 85.4%
Wavelet(S) | 0.000843| 165.3 | 0.1083 | 4.800 | 0.4000| 0.05166 85.4%
Wavelet(VP)| 0.001011| 168.6 | 0.1041 | 4.733 | 0.4667 | 0.09274 0.05223 85.4%
Wavelet(HP)| 0.000962| 165.5| 0.1141 | 3.267 | 0.4667 | 0.08177 0.05350 85.4%
‘ ‘ | BreachAgoritmonwBe ‘ ‘ centage of the elements in Company B’s distorted matrix
11,& which are fallen in the £0.15 ¢ = 0.15) range of the
osf 1 true value of the original data submatifix
osf 1 From this graph, we can see that the classification accu-

racy is mostly decreasing from the beginning to the end.

The RangePer value is first increasing and then decreas-
ing smoothly. The peak value of RangePer appears at near
. | 1.2, rather than at the beginning stage. After reaching the

0.7

0.6

0.5

Accuracy (%) and RangePer (%)

4 S 1 peak value, the RangePer value is decreasing smoothly
oaf ,’ 1 to a much lower level. The exploitation goal is to guess
ol RN i more and more elements which fall in the very close range

ol Tl | of the true value. In other words, the peak value is the best
obtainable exploitation which has the maximum number
o1z 3 ,49 d[fﬂﬁ‘ e w of close elements compared to the true values.

Therefore, Company A could reconstruct a database of
Figure 2: Breach exploitation results with the single bagi®mpany B which has more elements fallen in the close
wavelet transformation. range of the true values than the distorted matrix when the
accuracy of the classification result is at a comparatively

high level, namely at a high level in the accuracy line.

In Figure 2, we step by step increase the detail coeffi-However, such a breach exploitation process will not be
cients of Company B'’s distorted matrix by the value fromaffective in the multi-basis wavelet distortion method. We
0 to 10. The step increasing value used in these expstill use the WBC database as the experimental example,
ments i<0.1. The solid line in the figure represents the aand partition it as in the previous case. This time, Com-
curacy percentage of analysis result corresponding to geny B further partitions th&19+9 submatrix into 2 parts,
original submatrixA. The dashed line denotes the pepne is174 x 9 and another id75 « 9. Company B distorts




the 174 9 submatrix using the Haar basis wavelet afd ~ Concluding Remarks

the 0.2 threshold value, and transforms 176 x 9 sub-

matrix using the Doub-4 basis wavelet and the 0.6 thresh-this paper, we propose a class of new privacy pre-

old value. Then Company B combines them and gives therving data distortion methods based on wavelet trans-

distorted submatrix to Company A. Thus, Company A hégrmation. Through experiments, we demonstrate that

the original350 = 9 submatrix and Company B’s distortedhe wavelet-based data distortion methods, especially the

349 x 9 submatrix. Company A still uses the breach atulti-basis wavelet transformation, can effectively and

gorithm proposed in Algorithm 1 to exploit Company B'&fficiently render a balance between data utilities and data

original matrix. The results of the breach algorithm aggrivacy beyond its remarkable fast run time in comparison

shown in Figure 3. with the SVD-based distortion method which has already
been demonstrated as a promising privacy preserving data
distortion method [31].

Breach Algorfm on WSC by muli-waveletbases In addition, we provide a new privacy breach algo-

1 rithm in the collaborative analysis situations which could
threaten the data privacy, even with the distorted val-
ues, without knowing the relationship between the dis-
torted matrix and original matrix. Based on this obser-
vation, we propose a multi-basis wavelet transformation
for enhanced data distortion and compare the single ba-
sis wavelet distortion method with the multi-basis wavelet
distortion method in terms of the data value range.

Our major contributions in this paper can be summa-
rized as follows:
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Tl 1. We use discrete wavelet transformation (DWT) to
I S S N A I simultaneously decompose the original data into
approximation coefficients and detail coefficients,
and then suppress the high frequency detalil
coefficients to achieve data distortion.

Figure 3: Breach exploitation results with the multi-basis
wavelet transformation.

2. More importantly, we use inverse discrete wavelet
transformation (IDWT) on approximation
coefficients and suppressed detail coefficients to
transform back the dataset to keep the same
dimension as the original dataset. Clearly, the
purpose of keeping dimension is to facilitate
collaborative analysis in two cases under our
consideration. In the first scenario, the dimension of
the customer sets must be the same for all parties. In
the second scenario, the dimension of the attribute
sets has to be the same for all parties.

According to the comparison and analysis, choosing
the multi-basis wavelet distortion not only can keep the3. We find that the classification analysis results of the
data utilities and the attribute value privacy, but also may distorted data using only single basis wavelet and
prevent the intruders from exploiting the data value range the partitioned distorted data using multi-basis
in the collaborative analysis situations. wavelet are as good as that of the original one.

In Figure 3, unfortunately, it seems that no success is
achieved in the exploitation process. On one hand, the ac-
curacy line is decreasing in most cases and becomes os-
cillatory to the lower level at the end. On the other hand,
the RangePer value is monotonically decreasing from the
beginning to the end. The peak value appears at the begin-
ning. In other words, it does not seem to be possible for
Company A to exploit a closer range matrix by increasing
the detail coefficients than the distorted matrix.



4. According to our experimental results, it may not be

Further research work along this line can be carried out
to select more appropriate threshold values for different

very safe for people to share their data and protect

the data privacy by using only a single basis wavelet

transformation. Otherwise, decoding the range of
one party’s original data is feasible by using other
party’s original data.

. With respect to the complexity of the run time, the

wavelet transformation is @ (n) which is
significantly smaller than most of the other data
distortion algorithms such as SVD-transformation
[31] and FFT-transformation [30].

databases. The better choice of the threshold values
should be related to the size of the data elements, i.e., a[7]
relative threshold value should be computed for each
column, according to a certain norm of the column.
There is also interest in studying which wavelet basis
achieves the best performance in terms of data distortion
and data utilities. Comparing the wavelet transformation
based data distortion methods with the more aggressive
SVD-based data distortion methods, such as the
sparsified SVD-based methods [31, 32], should be of
interest.
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